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ABTOp NMpOrpamMmsbi:
AnypbseBa Mapus CepreeBHa

Pabouas mporpamma cocrapiena B coorBeTcTBuu ¢ ®I'OC BO mno nampasienuto noaroroBku 10.03.01 -
Nudopmarmonnas 6e3onacHOCTh (ypoBeHb OakamaBpuara) (mpuka3 MuHUCTEpCTBAa 00pa30BaHUS M HAyKH
P® ot «17» Hos1Opst 2020 1. No 1427).

PabGouwass mnporpamma mnpuHsitTa Ha 3acenanud Kadeapbsl mareMaTHUecKOro MOJAETUPOBAaHUS U
nH(pOpMaIMOHHBIX TeXHONMOTHH «29» nroHs 2022 1. [IpoTokon Ne 12

Paccmorpena u omoOpeHa Ha 3acemaHun YdeHoro coBera MHcTuTyTa MareMaTukd, (U3UKA U
nH(popMaIrmoHHBIX TexHONMOoruH, [IpoTokon ot «04» uromns 2022 . Ne 6.
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1. lean u 3agaun AUCHUATIHMHBI
1.1 Henp qucuuruivHel — GopMUpOBaHUE KOMIIETEHIIHIA:

OIIK-1 Crocoben orneHMBaTh pojib MHPOpPMAIMK, WHPOPMAITMOHHBIX TEXHOJIOTHMH W MH(POPMAIMOHHOMN
0€30MacCHOCTH B COBPEMEHHOM OOIIECTBE, MX 3HAYEHHUE I oOecredeHuss OOBEKTUBHBIX MOTpeOHOCTEH
JUYHOCTH, 00IlIeCTBA U TOCY/IapCTBa

1.2 Tumel 3aga4 TpogecCHOHANBHOU NeATeNbHOCTH, K KOTOPBIM TOTOBSTCS OOydYaroluecss B paMKax

OCBOCHHUA NUCHUIIIIUHBI:

- OpraHU3alMOHHO-YIIPaBIEHYECKUI

- DKCIUTyaTallMOHHBIN

1.3 JlucuurniauHa OpHEHTHPOBAaHA HA MOATOTOBKY OOydYaromuxcs K MpodeCCHOHAIBLHON JesSTEIhHOCTH B
cthepe: 06 Cpsi3b, HPOPMAITMOHHBIC  KOMMYHHUKAIIMOHHBIE TEXHOJIOTHH (B cpepe TEXHUKH U TEXHOJIOTHH,

OXBaTbIBAIOIIEH COBOKYNHOCTh MpobieMm,

CBS3aHHBIX C OOecClleYeHHEM 3allUIIEHHOCTH OOBEKTOB

nH(pOpMaTH3aIMY B YCIOBHIX CYIIECTBOBAHUS yTpo3 B HH(POpMAIMOHHOM cdepe)

1.4 B pesynbrare 0CBOCHHSI TUCIUILUIUHBI Y 00YYaroIIMUXCsl TOJIKHBI ObITH COPMUPOBAHBI:

O0001IeHHBIC TPYIOBBIE
(hyHKUMY / TPYAOBBIC
(GbyHKUMY / TPYyZOBBIC MU
npohecCHOHATTLHBIC
JeWcTBUs (IPU HATUYAU
npodcranaapra)

Kox u HauMeHoBanue
komreteHIm GI'OC BO,
HeOOXOaUMOM I
(hopMHUPOBAHUS TPYOBOTO
WM podecCHOHATBHOTO
JelCTBHS

I/IH,I[I/IKaTopLI JOCTHIXXCHUS KOMHGTGHHI/If/’I

OIIK-1 Crocoben
OIIEHHBAaTh POJIb
nHpopmarmy,
WH(pOPMAITMOHHBIX
TEXHOJIOTUN U
nH(pOpMaITMOHHON
0e30macHOCTH B
COBPEMEHHOM OOIIIECTBE, UX
3HaYEHUE I 00eCTIeUeHUS
00BEKTUBHBIX
MMOTPEeOHOCTEH JIMIHOCTH,
o01ecTBa 1 TocyaapcTBa

OneHuBaer poiib  HHPOpPMALUK, HHOOPMAIHOHHBIX
TEXHOJIOTHA ® WHPOPMAIMOHHOW OE30MMacHOCTH B
COBpEeMEHHOM OOIIeCTBe, UX 3HAUYEHHUE AJIsi 00eCIeueHus
OOBEKTUBHBIX IMOTPEOHOCTEH JMYHOCTH, OOIIeCcTBa U
rocyJiapcTBa

1.5 CormacoBanue MCKIUCHTUIITIMHAPHBIX CBs3eH JAUCIMIIINH, OGCCHG‘-II/IBEIIOH_II/IX OCBOCHHC KOMHGTGHHHﬁ:

OIIK-1 Cmocoben oueHHMBaTh poib WHMOpPMAIMH, WHOOPMAIIMOHHBIX TEXHOJIOTHH H

nH(pOpMaAIMOHHOW OE30MacHOCTH B COBPEMEHHOM OOIIECTBE,

UX 3HA4YCHHUC JIA

obecrnieueHns 00bEKTHUBHBIX MOTPEOHOCTEH TMIHOCTH, OOIIIECTBA M TOCYIapCTBa

Ne HaumenoBanue dopma
/o JUCUUILINH, o0yueH
OTIPEIEISIOMNX us
MEXIUCIUTUIMHAPHBIE | OyHas
CBSI3H (cemect
p)
4
1 |MadopmanonHast +
0e301acHOCTh B
COBPEMEHHOM MUpE

2. Mecto nucuuninHbl B cTpykrype OIl 6akanaBpuara:




JuctunnHa «BBeaeHne B CHENUaabHOCTR» OTHOCUTCS K 00si3aTesbHOM 4yacTu yueOHoro miana OIl mo
HarpasieHuto moarotoBku 10.03.01 - MadopmanmonHas 6€301macHOCTb.

Jucuunnuna «BBenenue B crienaibHOCTh» U3y4daercs B 1 cemecTpe.

3.00beM u conepxaHHue TUCUUILINHBI
3.1.00peM QUCLMILIHMHEL: 3 3.€.
Ounas: 3 3.e.

Bun yueOHOM paboTh (Bcgglf;io]s)
OO0mas Tpyn0éMKOCTb 1M CHUTLTTHHBI 108
KonTaktHas pabora 32
Jlexnuu (Jlekrun) 16
[Tpaktuueckue (IIpaxr. pab.) 16
CamocrositenbHas pabota (CP) 40
DK3aMeH 36

3.2.ConepxaHue Kypca:

Ne Ha3zBanue Bun yuebHoli | DopMbI TEKyIIETO
TEMBI paszena/TeMsbl pabortsl, yac. KOHTPOJIS
Jlex |IIpa| CP
IIUH | KT.
pao.
O|]0]|O
1 cemectp

1 KapbepHblit Hpyrue hopmbl
HaBUTATOP MO y 12| 4 KOHTPOJIS;
UT-cnenmaibHOCTS TecTtupoBaHue
M

2 Uctopus 3amuThl CobecenoBaHue;
MH(OpPMALIUH. Hpyrue hopmbl
Kpunrorpadpugecku y 12| 4 KOHTPOJIS;
eu TecTtupoBaHue
cTeraHorpapu4ecku
€ METOIbI

3 CoBpeMeHHbIE CobecenoBanue;
kpunrorpaduuecku | 2 | 2 | 4 Hpyrue popmsr
€ TPOTOKOJIBI KOHTPOJISI

4 NHpopManmoHHas Hpyrue hopmbl
0€30macHOCTh 2 12| 4 KOHTPOJIS;
MOJIb30BATENA TecTtupoBaHue

5 TepmuHonOrMYECKH CobecenoBanue;
€ OCHOBBI > 19 |6 Hpyrue popmsr
MH(POPMALTMOHHON KOHTPOJIS;
0€301acHOCTH TectupoBanue

6 HopmarusHo-1ipaBo CobecenoBanue;
BO€ o0ecrieueHne > 1216 Hpyrue hbopMbl
MH(POPMALTMOHHON KOHTPOJIS;
6e3onacHocTH B PO. TectupoBanue




7 Crpykrypa Pedepar;
MH(POPMALTMOHHON TectupoBanue
0€30I1aCHOCTH, ) | o g
pUMeHsieMas B
00IIeMUPOBOMA
MIPAKTHKE

8 Yrpo3sl CobecenoBaHue;
nH(pOpMAITMOHHOM > 12| a Hpyrue dbopmbl
0€30macHOCTH KOHTPOJIS;

TecTtupoBanue

Tema 1. Kapbepubiii Hapurarop no UT-cnennaabHoCTAM
(OIIK-1)

Jlekumus.
Jlexuust HampaBiieHa Ha pacKpbITHe TeMbl kakue MT-crnenuanbHOCTH CYIIECTBYIOT B COBPEMEHHOM MHpE,
Kakue 3aj1aun croat nepen UT cnenuanucrtamu B KOMIIAHMSX, U Kak pa3BuBarh T-koMneTeHIIMN y CBOUX
pabOTHHUKOB, KaKue HOBbIE CHEIMAIbHOCTH (POPMUPYIOTCS Ha CThIKE OTpacieBblX creruanbHocTeit ¢ UT
chepoil, Kakue KOMIIETEHIIUH OymayT BOCTpeOOBaHBI B Omikaiiiiem OymymieM. PackpbIBaroTCS MOHSATHS
CKBO3HBIE TEXHOJIOTMM, KOTOpbhIe€ BKIIOWalOT B ceOs: bonbpmme pannble; MamuHHOe 00yuyeHUe;
HckyccTBeHHBINM WHTEINIEKT; JlOmoMHEeHHass peallbHOCTh, BupTyanbHas peallbHOCTh, PoOOTOTEXHMKA;
bnokueiin; Mutepuer Bemieit;S G.

IIpakTnyeckoe 3ansATHE.
[Tpaktuueckas padora Ne 1. MccnenoBanue pelHKa TPyAOyCTPOMCTBA CIIEUAIUCTOB 10 HHPOPMAITHOHHON
0€30MacHOCTH

Ha ocHOBE OTKPBITBIX JaHHBIX CAUTOB JEHCTBYIOIIMX BAKAaHCUH IIPOBEIUTE aHAIU3 PhIHKA
TPYAOYCTPOMCTBA CHEUATMCTOB MO0 HH(POPMALIMOHHOM O€30MacCHOCTH. 3aroIHUTE TAOIUILy 10 pe3ysibTaTaM
aHaNu3a, e OTpa3uTe HalICHHYI0 HH(OPMALIHIO: BAaKAaHCHS, PETHOH, KOMITaHHsI, 3apa0oTHas IJara,
TpeOOBaHUs K KBaTH(PUKALINH.

Otuer nOoKEH coaepkKarb:

1. TuTynbHBIN JTUCT

2. Coneprxanue

3. CBomHas Ta0nuIa 1Mo pe3yabraraM IMmorucka

4. CriucoK MCIOJIb30BaHHBIN HCTOYHUKOB
3ajanus AJ151 CAMOCTOSITEJIbHOM PadoThlI.

Llenb camocTOATENBbHOM pabOTBl — CONCHCTBHE ONTUMAJIBHOMY YCBOCHHIO CTYIEHTaMH Y4eOHOro
Marepuaia.

3amaun caMOCTOSITEIHbHON paOOTHI:

yIIyOJeHHe U CUCTeMAaTU3alus 3HaHUH;

pa3BHUTHE AaHATUTUIECKUX CTIOCOOHOCTEH YMCTBEHHOM JEATEILHOCTH, YMEHHM paboThI C pa3NIuIHON 110
00béMy 1 Buay uH(popManme, yaeOHON 1 HayqHOU JUTEpaTypou.

3aganue:

3anucarb KpaTKU KOHCTIEKT JICKIUH.

N3yunth 6a30ByI0 U JOMOTHUTEIBHYIO JIUTEPATYPY M0 TEME JCKIIUU

OTBETUTH HA BOIIPOCHI JIs1 CAMOKOHTPOJIA

Tema 2. Uctopus 3amutel uHpopmanuu. Kpunrorpagpuueckue u creranorpaguyeckue MeToAbI
(OIIK-1)
Jlexknus.



[ToHATHS KpUNITONOrMM, KpunTorpaduu, KpunToaHanusa, kiod mudpa. IlepBele mmppsl 3aMeHBl U
nepectaHoBku  (mmdp courans, wmmpp uesaps). Iludp Bmkenepa. Pemerxka Kapnano.
Creranorpaguueckre MetoAsl 3amuThl MHGopManuu. CTaHOBICHHE MAaTEMAaTHUYECKUX W TEXHUYECKHX
ocHOB 3ammThl MHGopmanuu B HoBoe Bpems. Hauano ¢opmupoBanus HaydHbIX NPUEMOB 3aIIUTHI
uHpopmanuu. M300peTeHne 3IeKTPOMarHUTHOTO Teerpada M TMepBBIX MEXaHWYECKUX MIU(PPOMAIIMH.
CemeiictBo MammH Juurma. Kpuntoananus mmudpa DHurma. M300peTeHHe COBEPUICHHO CEKPETHOTO
mudpa («oxHOpa30BbIN MUPPOOIOKHOTY), TPEUMYIIIECTBA U TPOOIEMBI €T0 UCTIONIb30BaHHUS.

IIpakTH4eckoe 3aHATHE.
[Tpaktuueckas padora 2.1 Hludposanue ¢ momornisto cuctems Llezaps.
Baumbpyiite coobmenne «HACTOSIIUN IPYT C TOBOM, KOTJIA ThI HE ITPAB. KOTJIA THI ITPAB,
BCSKUI BYIET C TOBOI» (Mapxk Tsen), ncrions3ys cuctemy Llesapst co 3HaueHHEM KITI0ua
COOTBETCTBYIOIIIM HOMEPY BAIllEr0 BapuaHTa IO KypHAITY Y4eOHOH rpymisl (HampuMep, HOMEp 10 CITUCKY
— 5; Bapuanrt —35; kitou K = 95).
OT4eT 1o MpakTUIeCKOi paboTe TODKEH BKIIOUATh: TUTYIBHBIN JIMCT, X0/ padoTHI (IH(poBaHUE TEKCTA
JIUYHBIM KJIFOUOM ), OTBETHI Ha BOTIPOCHI.
ITpaktuyeckas padora 2.2 lllupposanue ¢ nomomipio mudpa Bukenepa
Ucnons3ys cucremy Biwkunepa, 3ammdpyiiTe coOoOIIeH s IO BApHaHTaM, TPUBEIACHHBIM B Ta0IUIIE 2.
TekcT coob1IeHus ¥ KITI0YEBOE CIIOBO JOKHBI COOTBETCTBOBATh BallleMy BapHaHTY IO )KypHaIly y4eOHOit
rpynnsl (HalpuMep, €CJId HOMEp MO CIHUCKY 3, 3HAYUT BapuaHT — 3).
OT4er 1o MpakTUYeCKoi paboTe TOJDKEH BKIIOUATh: TUTYIBHBIN JICT, X0/ pa0doTHI (IH(poBaHUE TEKCTA
JIUYHBIM KJIFOUOM ), OTBETHI Ha BOTIPOCHI.

3agaHus AJ51 CAMOCTOSITEILHOI padoThI.
Llenp camocTosTENbHON pPabOTBI — COACHCTBHE ONTUMAIbHOMY YCBOEHHUIO CTYACHTaMHU Y4eOHOTO
Marepuana.
3aauu cCaMOCTOSITEIbHON PabOTHI:
yoIyOJIeHHe U CUCTeMAaTU3allnsl 3HAHUH;
pPa3BUTHE aHATUTHYECKUX CIIOCOOHOCTEH YMCTBEHHOM JCSITEIIBHOCTH, YMEHUN PabOTHI ¢ pa3TuIHOM 10
00BEMY ¥ BUAY MH(pOpMaIuel, yueOHOM U HaydYHOH JINTEpaTypPOH.
3amanue:
3amucarh KpaTKuii KOHCTIEKT JIEKIIUU.
N3yunth 6a30BYyI0 U JOMOJHUTENBHYIO JIUTEPATYPY 110 TEME JEKIIUU
OTBETUTH HA BOIIPOCHI JJIsl CAMOKOHTPOJIS

Tema 3. CoBpeMeHHbIe KpUNTOrpaguueckne MpoToOKOJIbI
(OIIK-1)
Jlekumus.

[Tonsitne kpunrorpaduueckoro nporokona. Kiroun. Cummerpudnbie MeToab! mudpoanus (mudpoBanue
C 3aKPBITBHIM KJIIOYOM): TEXHOJIOTHH, CTOMKOCTh, IPEUMYIIECTBA U HEAOCTATKU. ACUMMETPUYHBIE METOAbI
muppoBanus (mUbpoOBaHUE C OTKPBITHIM KJIIOUOM): TEXHOJOTHH, CTOMKOCTh, NPEHMYIIECTBA U
HemocTaTku. Ataka "denmoBek mocepenune". Ludposas momamuce. CepTrudukaTsl W yIOCTOBEPSIONINE
LEHTPBI.

IIpakTnyeckoe 3aHsATHE.
[Tpaktuueckas padora 3.1. CpaBHeHHE NaHHBIX C TTOMOIIBIO XAII-(PYHKIIHH.

Baxno noHumarp, ObUTH JIM TaHHBIE TOBPEXKICHBI WIIK OblIa COBEpILIEHA MOMbITKA UX (anbcuPUKAIIIH.
Jlng onpeneneHus Toro, ObUIN JIU JaHHbIE U3MEHEHBI WIIM OCTAIMCh TAKUMH K€, MO’KHO HCIIOJIb30BaTh
nporpaMmy xamupoBanud. [IporpaMma xsmmpoBaHust BHITOMHSAET MpeoOpa3zoBaHKe JaHHBIX WU ¢aiina
UCIOJB3YS X3UI(YHKINIO, KOTOpasi BbIJAET HEKoe 3HaueHHe (0ObIYHO 3HAYUTENIbHO KOpOoUe, YeM CaMu
ucxoaHble AaHHbIe). CyliecTByeT MHOKECTBO Pa3HbIX XdUI-QyHKLIUN, OAHU OY€Hb IPOCTHIE, APYTHE,
HAIpPOTHB, OUEHb CIOKHbIe. Eciy of1Ha U Ta e X31I-(YHKIIHS BBITOIHSAETCS AJI MPeoOpa3oBaHus OJHUX U
TeX K€ IJaHHBIX, TO 3HAUYEHHUE, KOTopoe OyAeT MmoiyueHo, OyaeT Bcerna oquHakoBo. Eciu nanHbie ObU1H
KaKHM-TO 00pa3oM U3MEHEHbI, TO MOITyYeHHOE 3HaueHue X3I-QyHKIuei OyneT oinyaTbesl.



[Tpaktuueckas padora 3.2. Creranorpaduieckie MeToIbl 3alUThl HHQOpMaIuu (COKPBITHE TEKCTOBOTO
¢aiina B rpaduyeckom)

Heo6xonnmo 3HaKOMUTBCS € TEOPETHUECKUM MarepuaioM. [IpousBecTy yCTaHOBKY ITPOrpaMMHOTO
npoxykra Masker; cripsiTate TEKCTOBBIH (paiin B n300paskeHNH, BBIOPAB alropuT™ UG POBAHUS MAPOJIS;
OTIIPABUTH 3aMU(PPOBAHHOE COOOIIIEHHUE TI0 IIEKTPOHHOM 1MOUYTe; U3BIEUb TEKCTOBBIN (aiin u3
M300paXCHHUS;, YIAIUTh W3BICUEHHBIN TEKCTOBBIN (haiiin, 6e3 BO3MOXKHOCTHU JJISI BOCCTAHOBIICHUSI.

3anaHus AJ51 CAMOCTOSITEILHOI padoThI.

Llenp camocTosTENbHON pPabOTBI — COAEHCTBHE ONTUMAIbHOMY YCBOEHHUIO CTYACHTaMH Y4eOHOTO
Marepuana.

3ajauu cCaMOCTOSITEIbHON PabOTHI:

yDIyOJIeHHe U CUCTeMAaTU3allisl 3HAHU;

pPa3BUTHE aHATUTHYECKUX CIOCOOHOCTEH YMCTBEHHOM JCSITEIIBHOCTH, YMEHUN PabOThI ¢ pa3IuIHOM 10
00BEMY ¥ BUAY MH(pOpMaIuel, yueOHOM U HaydYHOH JINTEpaTypPOH.

3amanue:

3anucarbh KpaTKui KOHCTIEKT JICKIUH.

N3yuuTs 6a30BYI0 M TOMOJHUTEIBHYIO JTUTEPATYPY IO TEME JICKIIUH

OTBGTI/ITB Ha BOHpOCBI JUISA CElMOKOHTpOJI}I

Tema 4. UndopmannoHHas 6e30MaCHOCTH MOJIb30BaTEJIs
(OIIK-1)

Jlekumus.
®umuHT. OcHOBHBIE BapuaHThl (umuHra. CriocoOsr ¢ummuara. TanncBotuHr. TposHckuii koHb. KBU mipo
Kgso. Ilperekctunr. «Jlopoknoe sibmoko». COop wHOOpPMAIMK M3 OTKPBITHIX HCTOYHHKOB. OOparHas
conmanbHas wHxeHepusa. Bpenonocnoe I10. Croco6sr 3amutel mHpOpManuu ot BpemoHocHoro I10.
CToMKOCTh apoJIei.

IIpakTnyeckoe 3aHsATHE.
[Tpaktuueckas padora 4. 1 «CMoxeTe M BBl paclo3HATh (DUIITMHTOBYIO aTaKy»
Tect «CMmoxeTe 1 BBl pacrio3HaTh (PUIIUHTOBYIO aTaKy»
https://phishingquiz.withgoogle.com/
Otuer 1o paboTe - CKPUHILIOT ¢ pe3yJIbTaTaMH TeCTa

3anaHus AJ51 CAMOCTOSITEILHOI padoThI.

Llenp camocTosTeNbHON pPabOTBI — COAEHCTBHE ONTUMAIbHOMY YCBOEHHUIO CTYACHTaMHU Y4YeOHOTO
Marepuana.

3aauu cCaMOCTOSITEIbHON PabOTHI:

yoIyOJIeHHe U CUCTeMAaTU3allnsl 3HAHUH;

Pa3BUTHE aHATUTHYECKUX CIOCOOHOCTEH YMCTBEHHOM JCSITEIIBHOCTH, YMEHUN PabOTHI ¢ pa3IuIHOM 110
00BEMY ¥ BUAY HH(pOpMaIuel, yueOHOM U HayYHOH JINTEpaTypPOH.

3amanue:

3anucarbh KpaTKui KOHCTIEKT JICKIUH.

N3yuuTs 6a30BYI0 M TOMOJHUTEIBHYIO JTUTEPATYPY IO TEME JICKIINH

OTBGTI/ITB Ha BOHpOCBI JUISA CElMOKOHTpOJI}I

Tema 5. TepmuHoJI0rHYeCKHE OCHOBBI HH()OPMAIMOHHOM 0€301IACHOCTH
(OIIK-1)
Jlekumus.
[lonstue wunHdopmauuu, wuHbOpMaTH3aAMK, WHOOPMALMOHHBIX CHCTEM H CMEXHBIX C HHUMH:
nHpopmarmonHas  0e30MacHOCTb, uH(OpMAIIMOHHAsT ~ BOWHA, nHopMaImoHHas arpeccus,
nH(pOpMaIMOHHOE OpYyXHe, WH(POPMAITMOHHBIC TTPOIIECChl, HHPOPMAIIMOHHAS CHUCTEeMa, HH(POPMAaIMOHHAS
chepa. [TonsTusa aBropa u coOCTBeHHMKA WH(OpPMAIINU, B3aUMOJICUCTBHE CYOBEKTOB B MH(OPMAITMOHHOM
oOMene. 3ammTa WHGOPMAIHMM, TaiHA, CPEACTBA 3aIUTHl WHGOPMAIMH, YIPO3bl - OMPEICIICHHUS,
COTIOCTaBJICHHE.



IIpakTH4Yeckoe 3aHATHE.
[TpakTtuueckas padora No5
«TepmuHonorus B 061actu HHGOPMAIIMOHHON 0€30MTaCHOCTI

3amanue. 1. B cetu UHTEpHET HAlIUTE ONpeeICHHs HIKETIEPEYHCIICHHBIM TEPMUHAM, oOparias
BHUMaHUE Ha CTENEeHb JJ0CTOBEPHOCTH UCTOYHHUKA (BOZMOXKHO YKa3aTh HECKOJIBKO Pa3HBIX ONpeIeIeHHM
JUIS OTHOTO U TOTO ke TepMHuHa). [[11st Kaskoro onpeaeneHuss HEOOX0AUMO 0003HAYUTh UCTOYHUK.

3amanue 2. CaMOCTOATENBHO MONBITATeCh 00bEAMHNUTH HHKETIEPEUHCICHHbIE TOHATHUS B TPYIIIHI 110
OIpeIeJICHHBIM MPU3HAKaM, KOTOPBIE BaM MOKaXYTCsl Hanbosee BaXKHBIMU.

3ananue 3. [loHsTHS, BBIIETICHHBIC )XUPHBIM MIPU(YTOM HEOOXOTUMO BHIyUUTH HAU3YCTh.
. Uudopmarmonnas 6€30macHOCTh

. 3ammra uHGOpMaIUH

. KonpunennuansHoctsh

. LlenocTHOCTH

. HoctynHocTh

. Yrpo3za 6e30nacHOCTH HH(POpPMALIUU

. UcTouHUK yrpo3b1

0 I N n bW

. OOBeKT 3aumThl HH(OPMAIUU

9. Va3BuUMOCTH

10. Unentudukanus

11. AyrenTudukamnms

12. Opranu3zaiioHHbIE MEpHI 10 3aIIKUTe HHOpMAIUU
13. Texau4yeckue MepbI 1O 3aIIUTe HHPOPMAITUH

14. TIporpamMmmMHO-anmapaTHbIe MEpHI 10 3aIIUTE HH(OpMAIUU
15. Kpunrorpaduueckas 3amura nuHGopmaum

16. IIpaBoBas 3amuTa HHGOPMAIUU

17. Cioco6 3amuThel “HGpOpMAIUN

18. 3amura naGOopManuK OT HECAHKIIMOHUPOBAHHOTO BO3ACHCTBUS
19. Tlonutuka Ge30macHOCTH

20. Hocurens 3amuimaeMoil HHPOpPMAITUH

21. CpenctBo 3anuThl HHPOpPMAITUN

22. JlunieH3upoBaHue B 001aCTH 3aIUTHl HHPOPMAIIH
23. Ceprudukaiys Ha COOTBETCTBHE TPEOOBAHUSIM TI0 O€30MaCHOCTH WH(MOpPMAITTH
24. Aynut a arrectanus 00beKTOB HH(OpMaTU3auu
25. AHanu3 nHPOPMAITMOHHOTO pUCKa

26. TpeboBaHue 1O 3aIUTEe HHPOPMAITUH

27. DdbeKTHBHOCTH 3aIUTHI HHGOPMAITUH

28. Ataka

29. 310yMBIIIEHHUK

30. Unentudukarop

31. ITapons

32. Kitou

33. Y4eTHas 3anucCh MOJIb30BATENS

34. Caudep

35. Coydep

36. CxkaHupoBaHu€ IOPTOB

37. OTka3 ot 00CTyKUBaHUS

38. YTeuka

39. Pasniamenue.

40. Ilen-Tect



3ananus 1J151 CAMOCTOSITEILHOI padoThI.

Llenp camocTosTENbHON pPabOTBI — COAEHCTBHE ONTUMAIbHOMY YCBOEHHUIO CTYACHTaMH Y4YeOHOTO
Marepuana.

3aauu cCaMOCTOSITEIbHON PabOTHI:

yoIyOJIeHHe U CUCTeMAaTU3allusl 3HAHU;

pPa3BUTHE aHATUTHYECKUX CIOCOOHOCTEH YMCTBEHHOU JCSITEIIBHOCTH, YMEHUN PaOOTHI ¢ pa3TuIHOM 110
00BEMY 1 BUAY MH(pOpMaIuel, yueOHOM U HayYHOH JINTEPaTypPOH.

3amanue:

3anucarbh KpaTKui KOHCTIEKT JICKIUH.

N3yunth 6a30BYyI0 U JOMOJHUTENBHYIO JINTEPATYPY 110 TEME JEKIUU

OTBeTUTH Ha BOIIPOCHI JJIs1 CAMOKOHTPOJIA

Tema 6. HopmaTuBHo-npaBoBoe odecneyenne nHpopmanuoHHoi de3onacHoctu B PO. (OIIK-1)

Jleknus.
B cocraB 3akoHomarenbcTBa MO oOecredeHUI0 HMH(OPMAIMOHHON  O€30MacHOCTH  BKIIHOYAIOTCS
denepanbHble 3aKOHBI, IMOJ3aKOHHBIE HOPMATHBHBIC IIPABOBBIE aKThl  ()elepalbHBIX OPTraHOB
WCTIOTHUTENILHOM BJIACTH, 3aKOHBI U IMOJ3aKOHHBIC HOpPMAaTHBHBIC MPABOBBIE aKThl CyOBEKTOB Poccuiickoit
denepanun.

IIpakTH4eckoe 3aHATHE.
[TpakTrueckas padora 6. HopmarnBHBIC TpaBOBBIC aKThI B 00JacTH HH(DOpMAITHOHHON Oe3omacHocT PO

Lesb: 03HAKOMUTHCS] ¢ HOPMATHUBHBIMH ITPABOBBIMU aKTaMH B 00JIaCTH WH(POPMALIMOHHOM 6€3011acHOCTH,
MIPOaHATU3UPOBATh CHCTEMY JCHCTBYIOUINX MPaBOBHIX akTOB PD B 00nacTi nH(pOPMALIMOHHOM
6e30nmacHOCTH, (POPMHUPOBATH YCTONUMBBIE HABBIKU CAMOCTOSATEIIEHOM PAOOTHI.

[TpakTrdeckast paboTa BBITOIHIETCS C HCIIONB30BaHNEM ceTh MHTepHeT, (mouckoBas paboTa, aHaIn3
HMCTOYHUKOB).

AHanuThyecKkas 3arnucka JohKHA COAepKaTh HEPaApPXUUECKYIO CTPYKTYPY HCCIEI0BaHHBIX MPAaBOBbIX aKTOB,
cdepy AecTBUS OTIEIbHBIX IPYII TOKYMEHTOB, COOTHOILIEHUE U COITIACOBAHUE TPYIII MPABOBBIX aKTOB.

ConepmaHI/Ie oT4ycTa: TeMa, eJb, ICPECYCHb HOPMATHBHO-IIPABOBBIX AKTOB C ITOJIHBIMU PEKBU3HUTAMU,
OTBETHI HA KOHTPOJIBbHBIC BOIIPOCHI, AaHAJIMTHUYCCKAs 3allMCKa.

3aganus AJ151 CAMOCTOSITEIbHOM PadoThlI.

Llenp camocTOATENbHOM pabOTBl — CONCHCTBHE ONTUMAJIBHOMY YCBOCHHIO CTYIEHTAMH Y4eOHOro
Marepuaia.

3amaun caMOCTOSITEIbHON paOOTHI:

yIIyOJeHHe U CUCTeMAaTU3alus 3HaHUH;

pa3BUTHE AaHATUTUIECKUX CIIOCOOHOCTEH YMCTBEHHOM JEATEILHOCTH, YMEHHM pabOThI C pa3NIuYHON TI0
00béMy 1 Buay uH(popManme, yaeOHON 1 HayqHOU JUTEpaTypou.

3aganue:

3anucarb KpaTKU KOHCTIIEKT JICKIUH.

N3yunth 6a30ByI0 U JOMOTHUTEIBHYIO JINTEPATYPY M0 TEME JCKIIUU

OTBETUTH HA BOIIPOCHI JIs1 CAMOKOHTPOJIA

Tema 7. CTpykTypa nH(OPMAIHOHHON 0€30NMACHOCTH, IPUMeHsieMAas B 00111eMHPOBOil IPaAKTHKE
(OIIK-1)

Jlexknus.
[IpaBoBast 3ammura wuHGopMmauuu. OpraHuzanvoHHas 3ammra HHQopManuu. TexHuueckas WK
WH)KEHEpHO-TEXHUUecKass  3ammra.  [IporpammHo-anmapartHas — 3amura.  MareMaTudeckue — HIu
Kkpunrorpaduyeckue meroasl. [lcuxonoruueckre BUAbI 3aUThl HHPOpMau. MopaabHO-3THYECKHE BUIIBI
3anuThl nHpopManuu. CTpaxoBas 3alUTa HHYOPMAIHH.

IIpakTH4eckoe 3aHATHE.
[TonroroBka pedepara 1 10KIa1a IO BEIOPAaHHOM TeMe
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[ToaroroBka pedepara u T0KJIaja MO0 BEHIOPAHHOM TEME ¢ UCTIOJIb30BaHKE MaTepPHUasIoB 0a3 Hay4YHbI CTaTeH
(https://elibrary.ru, https://cyberleninka.ru/).

Lenb pedepara — npuoOpeTeHne CTYICHTaMU HABBIKOB CAMOCTOATEIBHOM paboThI 10 oA00pY, N3YUECHHUIO,
aHamu3y U 0000IIEHHIO TUTEPaTypHBIX HCTOUHUKOB. O0beM pedepara coctasiser 15-20 crpanu.

Kpurepuu onienku pedepara

CooTBeTcTBHE CONEPKAHUS TEME.

[TpaBMIIBHOCTH ¥ MOJTHOTA MCTIOJIb30BAHUS UCTOYHHUKOB.

CootBetcTBUe 0odopmiieHUs pedepara cTaHIapTaM.
3ananus AJ51 CAMOCTOSITEILHOI padoThI.

Llenp camocTosTENbHON pPabOTBI — COAEHCTBHE ONTUMAIbHOMY YCBOEHHUIO CTYACHTaMH Y4eOHOTO
Marepuana.

3aauu cCaMOCTOSITEIbHON PabOTHI:

yoIyOJIeHHe U CUCTeMAaTU3allusl 3HAHUH;

pPa3BUTHE aHATUTHYECKUX CIIOCOOHOCTEH YMCTBEHHOM JCSITEIIBHOCTH, YMEHUH PabOTHI ¢ pa3TuIHOM 10
00BEMY ¥ BUAY MH(pOpMaIuel, yueOHOM U HayYHOH JINTEpaTypPOH.

3amanue:

3anucarbh KpaTKui KOHCTIEKT JICKIUH.

N3yunth 6a30BYyI0 U JOMOJHUTENBHYIO JINTEPATYPY 110 TEME JEKIUU

OTBeTUTH Ha BOIIPOCHI JJIs1 CAMOKOHTPOJIA

Tema 8. Yrpo3bl unpopMannoHHoii 6€30MaCHOCTH
(OIIK-1)
Jlekumus.

[Tonsitue yrpo3sl. Bumpl yrpo3. Tpu Hanbosee BBIpaKEHHBIE YIpO3bl: 1) MOIBEPKEHHOCTh (HU3UUECKOMY
WCKOKCHUIO WM  YHUUYTOXKEHUIO, 2) BO3MOXXHOCTh HECAHKIIMOHWPOBAHHOW  (CilydailHOM WM
3JIOyMBINUICHHON)  Momudukanuu; 3)  OMacCHOCTh  HECAHKIIMOHUPOBAHHOTO  (CIIydailHOrOo |
MpeIHAMEPEHHOT0) MOoTy4YeHHus] MHGOpMAIMK JIMIIAMU, JUUIsl KOTOPHIX OHA HE IMpeAHa3HadeHa. Xapakrep
MIPOMCXOXKACHUSI YIpO3: YMBILIUICHHbIE (aKTOphl, ecTecTBeHHble (akTophl. MCTOYHUKH — yTpo3.
[IpennochlIky NOABIEHUS YIPO3: 00bEKTUBHBIE, CYObEKTHBHbIE

IIpakTH4eckoe 3aHATHE.
[TpakTuueckas padora 8 . Kaspersky Internet Security

Lenb paboTsl. PaccMoTpeTh cpecTBa 3amuThl, HHTErpupoBanHbie B Kaspersky Internet
Security 12.0.0.374ru_ru v HaCTPOUTH MPUITOKEHUS

OTBETUTH Ha BOIIPOCHI, BBIIIOJHUTD 3aJaHUs.

OT4er AOKEH BKIIIOYATh TUTYJAbHBIN JIUCT, X0 paboThI (C BKIIOUEHUEM CKPUHIIIOTOB U OMKUCAaHUEM
JIEHCTBUIA), OTBETHI HA BOITPOCHI.

Prakticheskaya rabota Kaspersky Internet Security.pdf
Prakticheskaya rabota Kaspersky Internet Security.pdf

3aganus AJ151 CAMOCTOSITEIbHOM PadoThI.

Llenb camocTOATENBbHOM pabOTBl — CONCHCTBHE ONTUMAJIBHOMY YCBOCHHIO CTYIEHTaMH Y4eOHOro
Marepuaia.

3amaun caMOCTOSITEIHbHON paOOTHI:

yIIyOJeHHe U CUCTeMAaTU3alus 3HaHUH;

pa3BUTHE AaHATUTUIECKUX CTIOCOOHOCTEH YMCTBEHHOM JEATEILHOCTH, YMEHHM paboThI C pa3IuYHON TI0
00béMy 1 Buay uH(popManme, yaeOHON 1 HayqHOU JUTEpaTypou.

3aganue:

3anucarb KpaTKU KOHCTIEKT JICKIUH.

N3yunth 6a30ByI0 U JOMOTHUTEIBHYIO JINTEPATYPY 110 TEME JCKIIUU

OTBETUTH HA BOIIPOCHI JIs1 CAMOKOHTPOJIA
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4. Konrpoab 3HaHMI 00y4alOLINXCS M THIIOBbIE OLICHOYHbIE CPEICTBA
4.1. Pactipenenenue 0auioB:

[IOCELIAEMOCTh — 5 0aJUIOB

TEKyIIUH KOHTPOJIb — 62 Oaia

1 cemectp

KOHTPOJBHBIC Cpe3bl — 2 cpe3a: 2 daina, 1 6amr

npeMuaIbHbIe 0aibl — 5 0amioB

OTBET Ha dK3aMmeHe: He 0osiee 30 0aiuioB

Pacripenenenne 6aioB 1mo 3aJaHusIM:

TC
MBI

Ha3Banwne TeMbl
/ BUI yueOHOI
paboThI

Dopmbl
TEKYIIETO
KOHTPOJIS

/ cpe3sl

Max.
KOJI-BO
(%:08)():]

MeTtoauka poOBEICHUS 3aHATHS U OIICHKU

Kapnepnsriit
HaBHUTATOP TI0
UT-cnemmmansHO
CTIM

Hpyrue
dhopmbl
KOHTPOJISI

[MpakTudeckue 3a1aHus BHITIONTHSIOTCS
MO TEMAaTHKe MPAKTHUECKUX 3aHATHH.
3 Oaura — maboparopHas pabora
BBITTOJTHEHA B TIOJIHOM 00BEME,
CTYICHT CBOOOIHO BIafceT
MaTepuasioM, IeMOHCTPHPYET
IyOOKHUE, CHCTEMAaTU3UPOBAHHBIC
3HaHHUA, CBOOOIHO OTBEYAET Ha
BOTIPOCHI UCTIONB3YS

PO eCCHOHATLHYIO TEPMUHOIOTHIO
2 6amia — naboparopHas padora
BBITTOJTHEHA, HO HMEET HEKOTOPhIC
HETOYHOCTH BBITIONIHEHHUSI, CTYJCHT
BJIaJIeeT MPE/ICTaBICHHBIM
MaTepuasoM, OTBEUACT Ha 3aJIaHHbIC
BOTIPOCEHI

1 6amn - maboparopHas paboTa B
IEJIOM BBITTOJTHEHA, OJTHAKO B
npoliecce BHIMOTHEHUS 1A00paTOpHOH
paboThI JOMYIICHBI CYIIECTBEHHBI
OIHUOKH, CTYACHT CcJ1a00 BIaaceT
nHpOpMAIHEl IO TeMe, IPH OTBETE
WCTIOJIb3YET 3aTOTOBJICHHBIN TEKCT,
3aTPy/IHSETCS C OTBETAMH Ha
3aJ]aBaeMbI€ BOIIPOCHI

Tectupos
aHue

OreHka TecTa Mo TEeKyIeMy pasfesy Uil TeMe AUCHUIUIMHBL

3 Oamna — cTynmeHT mpaBwibHO oTBedaeT Ha 50-100% BompocoB B
TECTe.

1 Ganna - CTyOeHT IpaBUIILHO OTBevaeT Ha 25-50% BOMpPOCOB B TeCTe.
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UcTopus
3aLIUTHI
WHPOPMAITUH.
Kpunrorpaguue
CKHE U
creranorpadude
CKHE METOJIBI

Cobeceno
BaHHUe(KO
HTPOJIBH
blIii cpe3)

CobecenoBanue npeAIoaracT OpraHu3aluio Oecebl MpenogaBaTesis
CO CTYAEHTaMH IO BOTIPOCaM MPAaKTUUECKOTO 3aHATHSA C LENbIo Oosee
OOCTOSITENBHOTO BBISIBICHUS WX 3HAHHWH 10 ONPEACICHHOMY Pa3ieny,
Teme, mpoOiieMe W T.II. YCTHBIA ONpPOC MOXKET INPHUMEHSITHCA B
Pa3IMYHBIX dopmax: (pOHTATBLHBIMH, WHINBUAYaJIbHBIH,
KOMOMHUpPOBaHHBIH. ~ OCHOBHBIE  KayecTBa  yYCTHOTO  OTBETa
MOJIEKAIIIETO OLICHKE:!

- IPaBWJIBHOCTH OTBETA 110 COAEP>KAHUIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATEIBHOCTh OTBETA;

- JIOTHKA U3JI0KEHUS MaTepHana;

- palMOHANBHOCThH HCIIOJIB30BaHHBIX MIPUEMOB U CIOCOOOB peIICHUS
MOCTaBJICHHOW y4eOHOH 3a/1auu;

- CBOEBPEMEHHOCTh M 3(PPEKTHBHOCTb HCIHONb30BaHMS HATJISIHBIX
MOCOOMH M TEXHUUECKUX CPEACTB IPU OTBETE;

- HCIIOJIb30BaHME JTOTIOJIHUTEIBHOTO MaTeprana;

-  PalMOHANBHOCTh HCIOJNB30BAHHUA BpPEMEHH, OTBEJEHHOIO Ha
3aJlaHueE.

1 Gamn — CTYaeHT yMeeT COMOCTaBUTh MOMYyYSHHYIO TIPH MOATOTOBKE K
MPaKTUYECKOMY 3aHSATHIO MH(OPMALMIO, CPABHUBATH Pa3HbIE TOYKH
3peHHS Ha aHATM3UPYEMYI0 poOiieMy, YMETh YETKO (HOpMYITUPOBAThH
CBOM BOIPOCHI M OTBEYATh HA 33/1aBAEMbIE€ EMY BOIIPOCHI

Ecnu ctyneHt He BnazeeT mpoOieMaTHKOW MPakTHYECKOTO 3aHSTHS,
HE MOXET OTB€YaTb Ha BOINPOCH], 3a4UTHIBAET OTBET IO
Hale4yaTaHHOMY TEKCTY — OTBET OajylaMH He OILICHUBAeTCs

Hpyrue
dhopmbl
KOHTPOJISI

[pakTudeckue 3a1aHus BHITIOTHSIOTCS
MO TEMAaTHKe MPAKTHUECKUX 3aHATHH.
3 Oaura — maboparopHas pabora
BBITTOJTHEHA B TIOJIHOM 00BEME,
CTYICHT CBOOOIHO BIafceT
MaTepuasioM, IeMOHCTPHPYET
IyOOKHUeE, CHCTEMAaTU3UPOBAHHBIC
3HaHHUsA, CBOOOIHO OTBEYAET Ha
BOTIPOCHI UCTIONB3YS
MpoeCCHOHATLHYIO TEPMUHOIOTHIO
2 6amna — naboparopHas padora
BBITTOJTHEHA, HO HMEET HEKOTOPhIC
HETOYHOCTH BBITIONIHEHHUSI, CTYJCHT
BJIaJIeeT MPE/ICTaBICHHBIM
MaTepuasoM, OTBEUACT Ha 3aJIaHHbIC
BOTIPOCEHI

1 6amn - maboparopHas paboTa B
IIEJIOM BBITTOJTHEHA, OJTHAKO B
mpoliecce BHIOTHEHUS 1TA00paTOpHOH
paboThI JOMYIICHBI CYIIECTBEHHBI
OIHUOKH, CTYACHT ¢cJ1a00 BIaaceT
nHpOpMAIHEl IO TeMe, IPH OTBETE
WCTIOJIb3YET 3aTOTOBJICHHBIN TEKCT,
3aTPy/IHSETCS C OTBETAMH Ha
3aJ]aBaeMbI€ BOIIPOCHI

Tectupos
aHue

OreHka TecTa 1o TEeKyIeMy pasaesy Uil TeMe AUCHUTUIHHBL

3 Oamna — cTymeHT mpaBwibHO oTBedaeT Ha 50-100% BompocoB B
TECTe.

1 Ganna - CTyAeHT IpaBUIILHO OTBevaeT Ha 25-50% BOMpPOCOB B TeCTe.
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CoBpeMeHHbIE
Kpunrorpagpuyie
CKHE MTPOTOKOJIBI

Cobeceno CobecenoBanue npeAIoaracT OpraHu3aluio Oecebl MpenogaBaTesis
BaHHE CO CTYAEHTaMH IO BOTIPOCaM MPAaKTUUECKOTO 3aHATHSA C LENbIo Oosee

OOCTOSITENBHOTO BBISIBICHUS WX 3HAHHWH 10 ONPEACICHHOMY Pa3ieny,
Teme, mpoOiieMe W T.II. YCTHBIA ONpPOC MOXKET INPHUMEHSITHCA B
Pa3NUYHBIX dopmax: (pOHTATBLHBIMH, WHANBUIYaJIbHBIH,
KOMOMHUpPOBaHHBIH. ~ OCHOBHBIE  KayecTBa  yYCTHOTO  OTBETa
HOJIEKALIETO OLIEHKE:
- IPaBUWJIBHOCTH OTBETA IO COACPIKaHUIO;
- IOJTHOTA W TITyOMHA OTBETA;
- CO3HATENBFHOCTh OTBETA;
- JIOTHKa U3JI0KEHUSI MaTepuaa;
- palMOHANBHOCThH HCIIOJIB30BaHHBIX MIPUEMOB U CIOCOOOB peIICHUS
MOCTaBJICHHOW y4eOHOH 3a/1auu;
- CBOEBPEMEHHOCTh M 3(PPEKTHBHOCTb HCIHONb30BaHMS HATJISIHBIX
MOCOOMH M TEXHUUECKUX CPEACTB IPU OTBETE;
- MCTIOJIBb30BaHKE JIOTOHUTEIBHOTO MaTepuana;
- pauMOHATBHOCTH UCIONB30BAHUS BPEMEHH, OTBEIACHHOIO Ha
3aJaHue.
1 Gamn - cTyneHT yMeeT MPUMEHSTh MOJYyYSHHYIO NP MOATOTOBKE K
MPaKTUIECKOMY 3aHSATHIO MHQOPMAIMIO, OTBEYaTh Ha OOJBIIMHCTBO
BOIIPOCOB, BECTU JUCKYCCHIO .
Ecnu ctyneHt He BiazeeT mpoOiIeMaTHKOW MPakTHYECKOTO 3aHSTHS,
HE MOXET OTBeYaTb Ha BOINPOCHl, 3a4YUTHIBAET OTBET 110
Hale4aTaHHOMY TEKCTY — OTBET OajylaMH He OILICHUBAeTCs

Hpyrue [IpakTudeckue 3a1aHusl BHIIONHSIOTCS

(hopmbI MO TeMAaTHKe MPAKTHUECKUX 3aHATHH.
KOHTPOJISA 3 Ganna — maboparopHas paboTa

BBINTOJTHEHA B TIOJIHOM 00BEME,
CTYACHT CBOOOIHO BajceT
MaTepuaioM, IEMOHCTPHUPYET
IyOOKHe, CHCTEMaTU3NPOBaHHBIC
3HaHUsI, CBOOOHO OTBEYAET Ha
BOIIPOCHI UCIOMNB3YS
npo¢eCCHOHATILHYIO TEPMUHOIOTHIO
2 Gana — naboparopHas paboTa
BBINTOJTHEHA, HO UMEET HEKOTOPHIC
HETOYHOCTH BBITIONHEHUSI, CTYACHT
BJaJieeT NpeACTaBICHHBIM
MaTepuasioM, OTBEUAeT Ha 3a/laHHbIE
BOTIPOCHI

1 6ann - naboparopHas paboTa B
LIEJIOM BBITIOJTHEHA, OTHAKO B
mpoliecce BHIOTHEHUS 1a00paToOpHOH
paboThI JOMYIIEHBI CYIIECTBEHHBI
OKOKH, CTYIEHT c1abo BiaaeeT
nHpOpMaIyel o TeMe, IPH OTBETE
HCTIOJIb3YET 3aTOTOBJICHHBIN TEKCT,
3aTpyAHSETCS ¢ OTBETaMHU Ha
3aJjaBaeMbI€ BOIIPOCHI
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Undopmanmons
ast
0e30macHOCTb
MOJIB30BATENS

Hpyrue
(hopmbI
KOHTPOJIS

[IpakTudeckue 3a1aHusl BHIIOMHSIOTCS
MO TeMAaTHKe MPAKTHUECKUX 3aHATHH.
3 Ganna — maboparopHas paboTa
BBITTOJTHEHA B TIOJIHOM 00BEME,
CTYACHT CBOOOIHO BIajeeT
MaTepuaioM, IEMOHCTPHUPYET
IyOOKHe, CHCTEMaTU3UPOBAHHBIC
3HaHUsI, CBOOOJHO OTBEYAET Ha
BOIIPOCHI UCTIONB3YS
npo¢eCCHOHATILHYIO TEPMUHOIOTHIO
2 Gata — naboparopHas paboTa
BBITIOJTHEHA, HO UMEET HEKOTOPHIC
HETOYHOCTH BBITIONHEHUSI, CTYACHT
BJaJieeT NpeACTaBICHHBIM
MaTepuaioM, OTBEUAeT Ha 3a/laHHbIE
BOTIPOCEHI

1 6ann - naboparopHas paboTa B
LIEJIOM BBITIOJTHEHA, OTHAKO B
mpoliecce BHIOTHEHUS 1ab0paTopHOH
paboThI JOMYIIEHBI CYIIECTBEHHBI
OKOKH, CTYIEHT c1abo BiaaeeT
nHpOpMaIuel o TeMe, IPH OTBETE
HCTIOJIb3YET 3aTOTOBJICHHBIN TEKCT,
3aTpyAHSETCS C OTBETaMHU Ha
3aJjaBaeMbI€ BOIIPOCHI

Tectupos
aHue

OrieHKa TecTa 10 TeKyIeMy paszieny W TeMe TUCIIHTUTHHBI

3 OGamma — crymeHT npaBwibHO oTBewaeT Ha 50-100% BompocoB B
TecTe.

1 Gamna - CTyZIeHT MpaBUIIBHO OTBedaeT Ha 25-50% BOMpOCOB B TecTe.

TepMmuHonornye
CKH€ OCHOBBI
nH(pOpPMAITHOHH
oit
0e30macHOCTH

Cobeceno
BaHHE

CobecenoBanue TPEAIIOIaracT OPraHu3aIuio Oecenbl MPEnoIaBaTes
CO CTyACHTaMH IO BOIIPOCAM MPAKTUIECKOTO 3aHATHUS C HENbIo Oonee
0OCTOSITEILHOTO BBISIBICHUS WX 3HAHUI 1O ONpeAesIeHHOMY pa3/ieny,
Teme, TmpoOieMe W T.II. YCTHBIH OMPOC MOKET IPHUMCHSTHCS B
Pa3THMYHBIX ¢dopmax: (hpOoHTANBHEIH, WHIUBHTY aTbHBIN,
KOMOMHHUpOBaHHBI.  OCHOBHBIE  KadecTBa  YCTHOTO  OTBETa
MOJIJIeKAIIETO OLIEHKE:

- IPaBWJIBHOCTH OTBETA 110 COIEPIKAHUIO;

- TIOJTHOTA U TITyOWHA OTBETA;

- CO3HATENFHOCTh OTBETA;

- JIOTHKA M3JIOKEHHUS MaTepHana;

- palMOHATBFHOCTH HMCIIOIB30BAaHHBIX MPUEMOB M CIIOCOOOB peIIeHUs
TTOCTaBJICHHOH y4ueOHOU 3a/1auu;

- CBOEBpeMEHHOCTh U 3((HEKTHBHOCTH HMCIONH30BAHUS HATJISIIHBIX
MOCOOUI M TEXHUYECKUX CPEJNICTB IPU OTBETE;

- HCIIONTb30BaHME JIOTIOIHUTEIEHOTO MaTeprana;

-  palnMOHANBHOCTh HCIONB30BAHHSA BpPEMEHH, OTBEJICHHOTO Ha
3aJlaHue.

2 Gamna — CTyIEHT yMEEeT COMOCTAaBUTh MOTYUYEHHYIO IMPH TOATOTOBKE
K TIPaKTHYECKOMY 3aHSTHIO HHQOPMAIINIO, CPABHUBATH PA3HBIC TOUKU
3peHus Ha aHAJIM3UPYEMYIO MPOOJIEMY, YMETh YeTKO (GOpMYIHPOBaTh
CBOM BOTIPOCHI M OTBEYATh HA 33/JaBAEMbIE EMY BOTIPOCHI

1 Gamn - CTyIeHT yMeeT MPUMEHTh MONYICHHYIO TPH MOATOTOBKE K
MPaKTUIECKOMY 3aHSATHIO WHQOPMAIIMIO, OTBEYaTh Ha OONBIIMHCTBO
BOIIPOCOB, BECTH JUCKYCCHIO .

Ecnmu ctynent He BimazeeT mpoOneMaTHKON MPaKTHUECKOTO 3aHSATHS,
HE MOXET OTBe4aTh Ha BOINPOCHI, 3a4UTHIBAET OTBET IIO
HaleyaTaHHOMY TEKCTY — OTBET OajutaMy He OIEHUBAETCS
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Hpyrue
(hopmbI
KOHTPOJIS

[IpakTudeckue 3a1aHusl BHIIOMHSIOTCS
MO TeMAaTHKe MPAKTHUECKUX 3aHATHH.
3 Ganna — maboparopHas paboTa
BBITTOJTHEHA B TIOJIHOM 00BEME,
CTYACHT CBOOOIHO BIajeeT
MaTepuaioM, IEMOHCTPHUPYET
IyOOKHe, CHCTEMaTU3UPOBAHHBIC
3HaHUsI, CBOOOJHO OTBEYAET Ha
BOIIPOCHI UCTIONB3YS
npo¢eCCHOHATILHYIO TEPMUHOIOTHIO
2 Gata — naboparopHas paboTa
BBITIOJTHEHA, HO UMEET HEKOTOPHIC
HETOYHOCTH BBITIONHEHUSI, CTYACHT
BJaJieeT NpeACTaBICHHBIM
MaTepuaioM, OTBEUAeT Ha 3a/laHHbIE
BOTIPOCEHI

1 6ann - naboparopHas paboTa B
LIEJIOM BBITIOJTHEHA, OTHAKO B
mpoliecce BHIOTHEHUS 1ab0paTopHOH
paboThI JOMYIIEHBI CYIIECTBEHHBI
OKOKH, CTYIEHT c1abo BiaaeeT
nHpOpMaIuel o TeMe, IPH OTBETE
HCTIOJIb3YET 3aTOTOBJICHHBIN TEKCT,
3aTpyAHSETCS C OTBETaMHU Ha
3aJjaBaeMbI€ BOIIPOCHI

Tectupos
aHue

OrieHKa TecTa 10 TeKyIeMy paszieny W TeMe TUCIIHTUTHHBI

3 OGamma — crymeHT npaBwibHO oTBewaeT Ha 50-100% BompocoB B
TecTe.

1 Gamna - CTyZIeHT MpaBUIIBHO OTBedaeT Ha 25-50% BOMpOCOB B TecTe.

HopmarusHo-11p
aBOBOE
obecrneuenue
nH(pOpPMAITHOHH
o
0e301IacHOCTH B
PO.

Cobeceno
BaHue(Ko
HTPOJIBH
blii cpe3)

CobecenoBanue TPEAIIOIaracT OPraHu3aIuio Oecenbl MPEnoIaBaTes
CO CTyACHTaMH IO BOIIPOCAM MPAKTUIECKOTO 3aHATHUS C HENbIo Oonee
0OCTOSITEILHOTO BBISIBICHUS WX 3HAHUI 1O ONpeAesIeHHOMY pa3/ieny,
Teme, TmpoOieMe W T.II. YCTHBIH OMPOC MOKET IPHUMCHSTHCS B
Pa3THMYHBIX ¢dopmax: (hpOoHTANBHEIH, WHIUBHTY aTbHBIN,
KOMOMHHUpOBaHHBI.  OCHOBHBIE  KadecTBa  YCTHOTO  OTBETa
MOJIJIeKAIIETO OLIEHKE:

- IPaBWJIBHOCTH OTBETA 110 COIEPIKAHUIO;

- TIOJTHOTA U TITyOWHA OTBETA;

- CO3HATENFHOCTh OTBETA;

- JIOTHKA M3JIOKEHHUS MaTepHana;

- palMOHATBFHOCTH HMCIIOIB30BAaHHBIX MPUEMOB M CIIOCOOOB peIIeHUs
TTOCTaBJICHHOH y4ueOHOU 3a/1auu;

- CBOEBpeMEHHOCTh U 3((HEKTHBHOCTH HMCIONH30BAHUS HATJISIIHBIX
MOCOOUI M TEXHUYECKUX CPEJNICTB IPU OTBETE;

- HCIIONTb30BaHME JIOTIOIHUTEIEHOTO MaTeprana;

-  palnMOHANBHOCTh HCIONB30BAHHSA BpPEMEHH, OTBEJICHHOTO Ha
3aJlaHue.

2 Gamna — CTyIEHT yMEEeT COMOCTAaBUTh MOTYUYEHHYIO IMPH TOATOTOBKE
K TIPaKTHYECKOMY 3aHSTHIO HHQOPMAIINIO, CPABHUBATH PA3HBIC TOUKU
3peHus Ha aHAJIM3UPYEMYIO MPOOJIEMY, YMETh YeTKO (GOpMYIHPOBaTh
CBOM BOTIPOCHI M OTBEYATh HA 33/JaBAEMbIE EMY BOTIPOCHI

1 Gamn - CTyIeHT yMeeT MPUMEHTh MONYICHHYIO TPH MOATOTOBKE K
MPaKTUIECKOMY 3aHSATHIO WHQOPMAIIMIO, OTBEYaTh Ha OONBIIMHCTBO
BOIIPOCOB, BECTH JUCKYCCHIO .

Ecnmu ctynent He BimazeeT mpoOneMaTHKON MPaKTHUECKOTO 3aHSATHS,
HE MOXET OTBe4aTh Ha BOINPOCHI, 3a4UTHIBAET OTBET IIO
HaleyaTaHHOMY TEKCTY — OTBET OajutaMy He OIEHUBAETCS
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Hpyrue 4 [IpakTrueckue 3agaHus BBIIOIHSIIOTCS
(hopMBI M0 TEMAaTHKE MPAKTHYECKUX 3aHATHIMA.
KOHTPOJIS 3 Ganna — maboparopHas paboTa
BBITIOJTHEHA B TIOJTHOM 00BEME,
CTYACHT CBOOOIHO BIajeeT
MaTepHUaioM, IEMOHCTPUPYET
IyOOKHe, CUCTeMAaTH3UPOBaHHBIC
3HAHUS, CBOOOTHO OTBEYACT Ha
BONIPOCHI UCTIOB3YS
Mpo(heCCHOHAEHYI0 TEPMUHOIOTHIO
2 Gata — naboparopHas paboTa
BBITIOJTHEHA, HO UMEET HEKOTOPBIC
HETOYHOCTH BBIMTOJHEHUS, CTYICHT
BJIQJICET MPEICTABICHHBIM
MaTepuayioM, OTBEYacT Ha 3aaHHEIC
BOIPOCHI
1 6ann - naboparopHas paboTa B
IIEJIOM BBITTOJTHEHA, OJTHAKO B
MPOIIECCE BHIMOIHECHUS JIA0OPATOPHOMA
paboTHI TOMYIIEHBI CYIICCTBCHHBI
OIUOKH, CTYICHT CIIa00 BIIaJeeT
nH(pOpMAaIUe 1o TeMe, IIPU OTBETE
WCIIONB3yEeT 3aTOTOBJICHHEIN TEKCT,
3aTPYIHACTCS C OTBETaMU Ha
3aJlaBacMbIC BOTIPOCHI
Tectupos 3 OreHka TecTa 1o TeKyIeMy pa3aeny WiH TeMe AUCIUTUTHHEI
aHue 3 OGamma — crymeHT npaBwibHO oTBewaeT Ha 50-100% BompocoB B
TecTe.
1 Gamna - CTyZIeHT MpaBUIIBHO OTBedaeT Ha 25-50% BOMpOCOB B TecTe.
CrpykTypa Pedepar 10 10 6amoB — pedepar BBIIOIHEH O0YyYaIOMIUMCS CaMOCTOSTEILHO, B
nH(pOpPMAITHOHH MIOJTHOM 00BbeMe, C COONMOICHUEM HEOOXOMUMBIX TEXHHUIECCKUX
oif MapaMeTpoB; CTHJIb M3JIOKEHHS OTBETCTBYeT CHenHu]uKe xKaHpa
0e301aCHOCTH, HayyHOW paboThl; BO BBEACHWH JIOTHYHO, OOBEKTHBHO |
MpUMEHseMas B apryMEHTHPOBAHO XapaKTEepPHU3yeTCsl HaywdHas mpoliemMa; conepikaHue
001IeMIpPOBOH pedepara BKIIOYAET CAMOCTOSTENFHOE UCCIIEAOBAHUE, a 3aKITIOUCHIE
MPaKTHKE cofiepat BBIBOJIBI, IOTHYHO BBITEKAIOIINE U3 COACPKAHMSI OCHOBHOM
YacTH; CHHCOK JINTEPATyphl O(hOpMIIEH B COOTBETCTBUHU C IIPaBHIAMHU
I'OCTa
8 Oayta — BO BBEJCHHUE YETKO CPOPMYITHPOBAHEI OCHOBHEIE TTO3HITIH
pedepara, a colepxaHWE COOTBETCTBYeT TeMme pedepara; B
cofepxaHuu pedepara JOTHYHO, CBSI3HO, HO HEIOCTATOYHO TIOITHO
M3TIaraeTcs TeopeTHYecKas WM TPaKTHYecKas YacTbh; 3aKITIOUeHHe
COZEPKHUT BBIBOJIBI, IOTHYHO BBITEKAIOIIUE M3 COACPKAHMSI OCHOBHOU
Y4acTH; CTHJIb M3JIOKEHHUSI COOTBETCTBYET crienn(rKe jKkaHpa HAyIHOH
pabotel; B OQOpPMIICHMH CHHCKAa JIUTEPATyphbl  BCTPEYAIOTCS
HE3HAYHUTETbHBIE TIOTPEITHOCTH
1-2 OGamma — TekcT pedepara MPEACTABIAECT HECAMOCTOSTEIHLHOE
(KOMITHJIATINS, TIIaTHaT) HAydYHOE HMCClIeoBaHue; pedepar HammucaH ¢
HECOOIIONEHNEeM TeXHUYECKUX U HAy9IHBIX TPeOOBaHUN
Tectupos 3 OreHka TecTa Mo TEeKyIIeMy pasieiy Wik TeMe JUCIUTUTHHEL
aHue 3 Oamna — cTynmeHT mpaBwibHO oTBedaeT Ha 50-100% BompocoB B

TECTe.
1 Ganna - CTyAeHT IpaBUIILHO OTBevaeT Ha 25-50% BOMpPOCOB B TeCTe.
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Yrpo3ssl
WHPOPMAIIOHH
oM
0e30macHOCTH

Cobeceno
BaHUE

CobecenoBanue npeAIoaracT OpraHu3aluio Oecebl MpenogaBaTesis
CO CTYAEHTaMH IO BOTIPOCaM MPAaKTUUECKOTO 3aHATHSA C LENbIo Oosee
OOCTOSITENBHOTO BBISIBICHUS WX 3HAHHWH 10 ONPEACICHHOMY Pa3ieny,
Teme, mpoOiieMe W T.II. YCTHBIA ONpPOC MOXKET INPHUMEHSITHCA B
Pa3IMYHBIX dopmax: (pOHTATBLHBIMH, WHINBUAYaJIbHBIH,
KOMOMHUpPOBaHHBIH. ~ OCHOBHBIE  KayecTBa  yYCTHOTO  OTBETa
MOJIEKAIIIETO OLICHKE:!

- IPaBWJIBHOCTH OTBETA 110 COAEP>KAHUIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATEIBHOCTh OTBETA;

- JIOTHKA U3JI0KEHUS MaTepHana;

- palMOHANBHOCThH HCIIOJIB30BaHHBIX MIPUEMOB U CIOCOOOB peIICHUS
MOCTaBJICHHOW y4eOHOH 3a/1auu;

- CBOEBPEMEHHOCTh M 3(PPEKTHBHOCTb HCIHONb30BaHMS HATJISIHBIX
MOCOOMH M TEXHUUECKUX CPEACTB IPU OTBETE;

- HCIIOJIb30BaHME JTOTIOJIHUTEIBHOTO MaTeprana;

-  PalMOHANBHOCTh HCIOJNB30BAHHUA BpPEMEHH, OTBEJEHHOIO Ha
3aJlaHueE.

2 Oanna — CTYAEHT yMEEeT CONOCTABUTh MOMYyYCHHYIO IIPU OATOTOBKE
K MPaKTHYECKOMY 3aHSATHIO HH)OpMAaLHUIO, CPaBHUBATH PAa3HbIC TOUKU
3peHHS Ha aHATM3UPYEMYI0 poOiieMy, YMETh YETKO (HOpMYITUPOBAThH
CBOM BOIPOCHI M OTBEYATh HA 33/1aBAEMbIE€ EMY BOIIPOCHI

1 Gamn - cTyneHT yMeeT MPUMEHSATH MOJYyYEHHYIO NP MOATOTOBKE K
MPaKTUIECKOMY 3aHSATHIO MHQOPMAIMIO, OTBEYaTh Ha OOJBIIMHCTBO
BOIIPOCOB, BECTH JUCKYCCHIO .

Ecnu ctyneHt He BnazeeT mpoOieMaTHKOW MPakTHYECKOTO 3aHsTHS,
HE MOXET OTBeYaTb Ha BOINPOCH], 3a4UTHIBAET OTBET IIO
Hale4aTaHHOMY TEKCTY — OTBET OajylaMH He OILICHUBAeTCs

Hpyrue
(hopmbI
KOHTPOJIS

[IpakTudeckue 3a1aHusl BHIIOMHSIOTCS
MO TeMAaTHKe MPAKTHUECKUX 3aHATHH.
3 Ganna — maboparopHas paboTa
BBITIOJTHEHA B TIOJIHOM 00BEME,
CTYACHT CBOOOIHO BajceT
MaTepuaioM, IEMOHCTPHUPYET
IyOOKHe, CHCTEMaTU3UPOBAHHBIC
3HaHMsI, CBOOOJHO OTBEYAET Ha
BOIIPOCHI UCTIOMNB3YS
npo¢eCCHOHATILHYIO TEPMUHOIOTHIO
2 Gata — naboparopHas paboTa
BBITIOJTHEHA, HO UMEET HEKOTOPHIC
HETOYHOCTH BBITIONHEHUSI, CTYACHT
BJaJieeT NpeACTaBICHHBIM
MaTepuasioM, OTBEUAeT Ha 3a/laHHbIE
BOTIPOCHI

1 6ann - naboparopHas paboTa B
LIEJIOM BBITIOJTHEHA, OTHAKO B
mpoliecce BHIOTHEHUS 1a00paToOpHOH
paboThI JOMYIIEHBI CYIIECTBEHHBI
OKOKH, CTYIEHT c1abo BiaaeeT
nHpOpMaIyel o TeMe, IPH OTBETE
HCTIOJIb3YET 3aTOTOBJICHHBIN TEKCT,
3aTpyAHSETCS ¢ OTBETaMHU Ha
3aJjaBaeMbI€ BOIIPOCHI

Tectupos
aHue

OrieHKa TecTa 10 TeKyIeMy paszieny WK TeMe TUCIIHTUTHHBI

3 Gamma — crymeHT npaBwibHO oTBeyaeT Ha 50-100% BompocoB B
TecTe.

1 Gamna - CTyZIeHT paBUIIBHO OTBedaeT Ha 25-50% BOMpOCOB B TecTe.
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9. ITocemaeMocThb

5 0aJJIOB — CTONPOIICHTHOE MOCEIICHUE 3aHATUH CTYJICHTOM

3 0alIoB — TOCEMIaeMOCTh CTyJeHTa cocTaBiisieT He MmeHee 80 %
3aHSITHH

2 0aJyIoOB — MOCEIaeMOCTh CTyIeHTa cocTamiser He MeHee 50 %
3aHSITHH

1 Oamra — mocemaeMocTh CTyACHTa COCTaBiseT He MeHee 25 %
3aHSITHH

10. IIpemMuansHBIC OaITHI

JIonONMHUTENBHBIE TIPEMUAILHBIC OAJITBl MOTYT OBITh HAYMCIICHBI: - 32
MPOEKT, BHIMOIHEHHBIN 10 3aKa3y paboToiaTeNs U peaJru30BaHHbIN Ha
npakTuke — 5 OaoB; - TOCTOSHHAs AaKTUBHOCTh BO BpeMs
MPaKTUIECKUX 3aHATHI — 4 OAJUIOB; - MOJHOCTBIO MOJTOTOBICHHAS K
IMyOJTUKAIIAN CTAThs TI0 TEMATHUKE B paMKaxX AWCITUIUIMHEI — 4 OaJlIOB;
- y4acTHhe € JOKJIaJJoM BO BCEPOCCHUMCKOW OJMMIIMAJZIE M0 TEMaTHKe
W3ydaeMoil JMCIUIUIMHE — 5 OaiyioB; - y4dacTHe B BBICTaBKE II0
TEMaTUKe U3y4aeMOMN JUCIUTLTHHEI — 5 0aJIoB; - MyOJIUKAIUs CTaTh|
MO0 TEMAaTUKE HM3y4aeMOW IUCHUIUIMHBI B COOPHHKE CTYJICHUYECKUX
paboT / Marepualiax BCEPOCCHUHCKON KOH(epeHIMH / JKypHajae Hu3
nepeudst BAK—4/5

11. OTBeT Ha DK3aMEHE

30

25-30 6GamIoB — CTYACHT PacKphll OCHOBHBIC BOTIPOCHI M 3aJaHUS
Ousera Ha OIEHKY «OTIHYHOY.

18-24 GammoB — CTYIEHT PACKPHLI OCHOBHBIEC BOIIPOCHI W 3aJaHUS
OmieTa Ha OIICHKY «XOPOIIIOY,

10-17 GammoB — CTYIEHT PACKPHLI OCHOBHBIEC BOIIPOCHI W 3alaHUS
Ousera Ha OIEHKY «YIOBJICTBOPUTEIHHO

12. |MunuBunyanbHbIC 3aJaHUs,
C IOMOIIBIO0 KOTOPBIX
MOXHO HaOpaTb
JIOTIOJIHUTENIbHEIE OaIlTbI

70

JloOGop: CTymeHT MOXKeT TWpPEJOCTaBUTh BCE 3a/JaHUs TEKYIIEro
KOHTPOJISI U KOHTPOJIBHBIE CPE3bl

13. Hroro 3a cemectp

100

HtoroBass omeHka 1O »JKk3aMmeHy BbicTaBisieTcss B 100-0ayibHON 1mikKame W B TPaTUIIMOHHOMN

YeThIpexOasIbHONW  IIIKaJIe.

[TepeBon

100-6annbHOM  pEeHTHUHTOBOWM OICHKHM 1O JUCIHIUIMHE B

TPaIUIIMOHHYIO YETHIPEX0aITbHYIO OCYIIECTBISIETCS CIEAYIONIMM 00pa3oM:

100-6annpHas cuctema Tpagunuonnas cucrema
85 - 100 GannoB OTnuyHO
70 - 84 Gannos Xoporo
50 - 69 6aiu1oB YIOBIETBOPUTEITHHO
Memnee 50 HeynosnerBoputenbHO

4.2 TunoBsle OLICHOYHBIE CPEACTBA TEKYILIETO KOHTPOJIS

Jpyrue (popMbI KOHTPOJIA

Tema 1. Kapsepnbiit Hapurarop no M T-cnenuanbHOCTIM

[TpakTuueckas padora Ne 1. MccnenoBanue peIHKa TPYJAOyCTPONCTBA CIIEIMATIMCTOB IO HHPOPMAITMOHHOMN

0e301acHOCTH

Ha ocHoOBe OTKPBITHIX JAHHBIX CAWTOB ICUCTBYIOIIMX BaKaHCUM MPOBEIUTE aHATIU3 PhIHKA
TPYZIOYCTPONCTBA CIIEUAIUCTOB MO0 HH()OPMALIMOHHON 6€30MacCHOCTH. 3aoIHUTE TabIHILy IO pe3ysbraTaM
aHaJM3a, TJe OTpa3uTe HalJeHHYI0 HH(OPMAIMIO: BaKaHCHS, PETHOH, KOMIIaHUS, 3apa0oTHas IUIara,

TpeOoBaHUS K KBaTU(DUKAIIIH.
OTyer D0JKEeH CoAepKaTh:
1. TuTynpHBIN THCT
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2. Conepxanue
3. CBomHas TabnuIa 1Mo pe3yabraraM Imorucka
4. CHI/ICOK HCHOJIB?»OB&HHBIﬁ NCTOYHHKOB

Tewma 2. Uctopus 3ammtel nHpopmanuu. Kpunrorpadguueckue u creraHorpaduyeckiue MeTO b
[TpakTuueckas padora 2.1 Hludposanue ¢ momornrsto cuctems Llezaps.
3ammdpyiite cooOuIeHue «}‘IJACTO}IH_[I/H\/JI JIPYT C TOBOI, KOI'JIA ThI HE ITPAB. KOTJIA ThI IIPAB,
BCAKUU BYJIET C TOBOMN» (Mapxk TseH), ucnionb3ys cucreMy Llezaps co 3HaueHHneM Kiroda
COOTBETCTBYIOIIMM HOMEPY BallIero BapHaHTa MO XKypHATYy y4eOHOI IpyIsl (HarpuMep, HOMEp MO CHHCKY
— 5; Bapuanrt —35; kitou K = 95).
OTueT 1o npakTU4YecKoil paboTe JOIKEeH BKIIIOYATh: TUTYJIBHBIN JIUCT, X0 paObOTHI (IIHM(ppOBaHNE TEKCTA
JIMYHBIM KJIFOYOM), OTBETHI Ha BOIPOCHI.
ITpaktuyeckas padora 2.2 lllupposanue ¢ nomomuipio mudpa Bukenepa

Ucnons3ys cucremy Buwkunepa, 3ammdpyiiTe coOoOIIEeH s 0 BApHaHTaM, TPUBEIACHHBIM B Ta0IUIIE 2.
TekcT coob1IeHus ¥ KITI0YEBOE CIIOBO JOKHBI COOTBETCTBOBATh BallleMy BapHaHTY IO )KypHaIly y4eOHOit
rpynnsl (HalpuMep, €CJId HOMEp MO CHUCKY 3, 3HAYUT BapuaHT — 3).

OTueT 1o npakTU4YecKoil paboTe JOIKEeH BKIIIOYATh: TUTYJIBHBIN JIUCT, X0 paObOTHI (IIHM(ppOBaHNE TEKCTA
JIMYHBIM KJIFOUOM), OTBETHI HA BOIIPOCHI.

Tema 3. CoBpeMeHHbIE KpUTnITOrpaduuecKue MPOTOKOIBI
[Tpaktuueckas padora 3.1. CpaBHeHHE NaHHBIX C TIOMOIIBIO XAII-(PYHKIIHH.

BaxHo moHUMaTh, OBLIH JIM JJAHHBIC TTOBPEXKICHBI MITH ObLiIa COBEPIIICHA TOMBITKA MX (albCUPUKAIIHH.
Jlist onipeneneHust Toro, ObLIH JIM JaHHBIC N3MEHEHBI FITH OCTAJINCh TAKMMH e, MO)KHO HCIIOJIh30BaTh
porpaMMy X3IIUpoBaHus. [IporpaMmMa X3mMpoBaHUs BHIOIHSIET MPeoOpa3oBaHue TaHHBIX WK (aiina
UCTIONB3YSI X3MI(PYHKIUIO, KOTOpas BBIAAET HEKOE 3HaYeHUE (0OBIYHO 3HAUYUTEILHO KOPOYe, YeM CaMHU
UCXO/HbIEe AaHHbIe). CylIecTBYeT MHOKECTBO Pa3HbIX XAII-(PYHKIUH, OJHH OYEHb MTPOCTHIE, IPyTHE,
HAIpPOTHUB, OUYEHb CIOKHBIC. ECITi o/1Ha 1 Ta ke XA1I-QYHKIUS BBITIOTHICTCS ISl MPe0Opa30BaHUs OMHUX U
TeX K€ JaHHBIX, TO 3HAUEHHE, KOTOpoe OylIeT MmoydeHo, OyeT Bceraa OMuHaKkoBo. Ecim qanHbie ObuH
KaKUM-TO 00pa30M U3MEHEHBI, TO TIOIY4YeHHOE 3HaueHHe Xd1I-(QyHKIMel OyneT OTInIaThCs.
[TpakTuueckas padota 3.2. Creranorpaguieckre METOIbI 3aUTh HHPOPMaIUK (COKPHITHE TEKCTOBOTO
(aiina B rpadugeckom)

Heo6xonmnmo 3HaKOMUTBCS ¢ TEOPETHUECKUM MarepuaioM. [Ipon3BecTi yCTaHOBKY MTPOrPaMMHOTO
npoaykTta Masker; cipsiTaTh TEKCTOBBIN (haiisl B M300pakeHUH, BHIOPAB aITOPUTM MIUGPOBAHUS TTAPOJIS;
OTIIPABUTH 3aITM(POBAHHOE COOOIIEHUE 0 IIEKTPOHHOM IMOYTE; U3BJIEYb TEKCTOBBIN (haii u3
N300paKEHHST; YAATUTh N3BJICUYEHHBIN TEKCTOBBIN (aiisl, 03 BOSMOXKHOCTH JIs1 BOCCTAHOBJICHHSI.

Tema 4. MudopmarimonHas 6€30mMacHOCTh TOIh30BATENSA
[Tpaktuueckas padota 4. 1 «CmoxeTe i BB pacrio3HaTh (PUIITUHTOBYIO aTaKy»
Tect «CMoXxeTe U BBI PACIIO3HATH (PUIIMHTOBYIO aTaKy»
https://phishingquiz.withgoogle.com/
Otuet 1o padoTe - CKPUHIIOT C pe3yJIbTaTaMH TecTa

Tema 5. TepMuHONIOTHUECKHE OCHOBBI MH()OPMAITMOHHON 0€30MTaCHOCTH
[TpakTuueckas padora Ne5
«TepmuHonorus B 061actu HHGOPMAIIMOHHON 0€30MaCHOCTI

3amanue. 1. B cetu UHTEpHET HaliIUTE ONpeeIICHHs HIKETIEPEUHCIICHHBIM TEPMUHAM, oOparias
BHUMaHUE Ha CTENEeHb JJ0CTOBEPHOCTH UCTOYHHUKA (BO3MOXKHO YKa3aTh HECKOJIBKO Pa3HBIX OINpeIeIeHHM
JUIS OTHOTO U TOTO ke TepMHuHa). [I1ist Kaskoro onpeaeneHuss HEOOX0AUMO 0003HAYUTh UCTOYHUK.
3ananue 2. CaMOCTOATENbHO MONBITATeCh 00bEAMHUTH HIKETIEPEUHCICHHBIE TOHATHUS B TPYIIIHI 110
OIPCACIICHHBIM IIPpU3HAKAM, KOTOPBIC BaAM ITOKAKYTCs HaH60nee BaKHbIMU.

3ananue 3. [loHATHS, BbIIEICHHBIC )KUPHBIM MIPU(TOM HEOOXOMMO BBIyUYUTHh HAU3YCTh.
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[Ipaktuueckas pabora 6. HopMaTuBHbIe ITpaBOBbIC aKThl B 00JacT HHPOpMAITMOHHON O6e30nacHoCcTH PO

[lenb: 03HAKOMHUTBCS C HOPMATUBHBIMU MPABOBBIMU aKTaMU B 001acTU HH(OPMAIIMOHHOM 0€30MacHOCTH,
MPOAHAIM3UPOBATH CUCTEMY JACHCTBYIOIIMX MPaBOBBIX akTOB PD B 06macTu nHMOpMAIIMOHHON

. Madopmarmonnas 6e30macHOCTh

. 3ammTa uHGOpMaINH

. KondunenmanpHOCTh

. llenmocTHOCTH

. JoctynHocth

. ¥rpo3a 6e3omacHocTH HH(pOpMaIUn
. UcTOYHUK yrpo3sl

. OOBeKT 3anuThl HHPOPMAITUN

. YA3BUMOCTb

. Unentuduxarus

. AyTeHTuduKanus

. OpranuzalMoHHbIE MEPHI 10 3alIUTe HH(OPMALTUU
. TexHnueckue MepsbI 10 3a1UTe HHPOPMALUU

. [IporpaMMHo-amnmnaparHble Mephbl MO 3alluTe HHPOPMAIHH
. Kpunrorpaduyeckas 3amnmra napopmanuu

. [IpaBoBas 3amura nuHGpOpMaITUN

. Crioco06 3auuTsl nHGOpMaIu

. 3amuTa HHPOpPMAIMK OT HECAHKIIMOHUPOBAHHOTO BO3EHCTBUS
. [omuTuka 6e3omacHoOCTH

. Hocurens 3amuniaemoit nabopManmm

. CpenctBo 3amuThl HTHPOPMAITIH

. JIunen3upoBaHue B 00JaCTH 3aIIUTHI HHPOPMAIIUH
. Ceprudukanyst Ha COOTBETCTBHE TPEOOBAHUAM 110 O€30MACHOCTH UHPOPMAITUH
. Aymut a arTectanus 00beKTOB HH(POpMaTH3AIUN

. AHanu3 MHPOPMAITMOHHOTO pUCKa

. TpeGoBanue 1o 3amnuTe HHGHOPMAITHH

. D¢ hexTUBHOCTH 3aIIUTHI HHPOPMALIUU

. Ataka

. 3II0YMBIIIEHHUK

. Unentuduxarop

. ITapoinb

. Kitrou

. YueTHas 3aIuch MoJIb30BaTEIs

. Caudep

. Coiydep

. CkaHMpOBaHuE MOPTOB

. OTKa3 oT 00cIyKMBaHUS

. YTeuka

. Pazmamenue.

. Ilen-Tect

Tema 6. HopmaTuBHO-TIpaBoBO€ 0OecnieueHre nHPpopManoHHou 6e3omacHoct B PO.

0e30macHOCTH, GOPMUPOBATH YCTOMUNBBIC HABBIKM CAMOCTOSATEILHOM paOOTHI.

[TpakTudeckast paboTa BBIOIHIECTCA C UCIIONb30BaHUEM ceTu MHTepHeT, (monckoBas paboTa, aHaIu3

HWCTOYHHUKOB).
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AHanuTHuecKasl 3aMcKa JOJDKHA COJIEp/KaTh MEPAPXUUECKYIO CTPYKTYPY MUCCIEA0BaHHBIX IIPABOBBIX aKTOB,
cdepy neicTBUS OTACTBHBIX TPYII TOKYMEHTOB, COOTHOIIEHUE U COITIACOBAHME TPYII IPABOBBIX aKTOB.

Co,uepxcaHI/Ie oT4ycTa: TeMa, eJib, ICPCYCHb HOPMATHBHO-IIPABOBBIX dKTOB C IIOJIHBIMU PCKBU3HUTAMU,
OTBCTHI HA KOHTPOJIbHBIC BOIMPOCHI, AHAJIUTUYCCKA 3allUCKa.

Tema 8. Yrpo3sl nHGOpMaIIMOHHOHN 6€30TTaCHOCTH
[Tpaktuueckas padora 8 . Kaspersky Internet Security

[{ens paboTel. PaccmoTpeTs cpencTBa 3ammuThl, HHTErpupoBaHHbie B Kaspersky Internet
Security 12.0.0.374ru_ru v HACTPOUTH MPUITOKCHUS

OTBeTUTH Ha BOIIPOCHI, BBIIIOJHUTD 3aaHUs.

OTueT n0KEH BKIIIOYATh TUTYIIBHBIN JIUCT, X0 pa0OTHI (C BKIIOUEHHEM CKPHHILIOTOB U OMTUCAHUEM
J€MCTBHIT), OTBETHI HA BONPOCHI.

Prakticheskaya rabota Kaspersky Internet Security.pdf
Prakticheskaya rabota Kaspersky Internet Security.pdf

Pedepar

Tema 7. CtpykTypa nHGOPMAIIMOHHON 0€30TaCHOCTH, MPUMEHsIeMasi B 00IIEMHUPOBOM MPAKTHKE
. - IBanuiath nepBblif BeK U mpoOsieMbl HHPOPMALIMOHHONW O€30MaCHOCTH.
. - CoBpeMeHHbIe METO/Ibl AaHTUBUPYCHOU 3a1IUThI HH(GOPMAIUH.
. - [IporpammHBIe CpeICTBA COBPEMEHHBIX CUCTEM 0€30MacHOCTH B MH()OPMAIMOHHBIX CUCTEMAX.
. - 3amuTa JaHHbIX B ceTH MHTepHeT.
. - JInunast unpopmanmoHHast 6€30MacHOCTh MOJL30BATENS
. - Madopmanmonnast 6e30macHOCTh B OU3HECE.

~N N L W

. - Ceptudukanus, TUIEH3UPOBAHUE, CEPTUDUKAIMS U aTTeCTalus B 00JaCTH HHPOPMAITUOHHON
0€30MacHOCTH.

8. - CnyxxebHas TaitHa. Kommepueckas TaiiHa. ['ocynapcTBeHHas TaifHa.

9. - DKOHOMHKA ¥ TIPABOBBIC OCHOBBI PhIHKA WHTEJUICKTYaJbHON COOCTBEHHOCTH.

10. - DxoHOMHUYECKass HHPOPMALMOHHAS 0€30MaCHOCTb.

11. - Cranmaptel mudpoBaHUs JTaHHBIX.

12. - Anroput™m mudposanus ganubsix IDEA.

13. - bio4ynHbIe ¥ TOTOYHBIC TP

14. - 3akon P® 00 371eKTpOHHO MOAMHCH.

15. - Ynpapnenue kpunrorpaguuaecKiMH KIIFOUaMU: TEHEPAIIHs, XpaHEHUE, PACTIPECTICHUE KITFOUCH.

16. Puck paboTsl Ha nmepcoHaIbHOM KommbioTepe. [lnanupoBanue 6e3onacHoi paboThl Ha MEPCOHAIBHOM
KOMITBIOTEpE.

17. Obecneuenue nupopmarmonHnoit 6ezonacHoctu Poccuiickoit denepanun
18. bezonmacHocTh paboThl B IHTEpHET ¢ UCTIOIb30BaHUEM Opay3epa.
19. 3amuTa nHpopManuu A7 NEKTPOHHONU KomMmepin B THTepHeT

20. CroiikocTh anropuTMoB mudpoBanus. Tumsl anroputMoB mudpoBanus. [Ipumepsr
KpUNTorpapuuecKkux airopuTMoB.

21. IlpoTuBoa€elicTBME HECAHKIIMOHUPOBAHHOMY MEXKCETEBOMY A0CTyMy. Mcob30BaHUE MEKCETEBBIX
skpanoB (Firewall).

22. OcoO6eHHOCTH KPpUNTOrpauIecKoro u creraHorpaduueckoro mpeodpa3zoBanus HHPpOpMaIUy.
23. 3amuTa 0(pUCHBIX JOKYMEHTOB.

24. O06mmre moaXxo/Ibl K TOCTPOCHHIO ApOIbHBIX cucTeM. Boeioop maponeit. Xpanenue naposneit. [Tepegaua
MapoJIst 10 CEeTH.

25. Ha3nauenue u 3amaun B cepe odecriedeHus: nHOOPMAIIMOHHONW 0€30MacHOCTH Ha YPOBHE TOCYIapCTBa.
KoMmnbroTepHbIe MpecTyIICHHS.

26. O030p COCTOSTHUSA CUCTEM 3aIuThl HHGopMaru B PO B Beaymux 3apyO0eKHBIX CTpaHaX.
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27. OpraHu3aimoHHoe o0ecneueHrne NHPOPMAITMOHHOM Oe30MacHOCTH.
28. UmkeHnepHO-TeXHUYECKOE oOecredeHrne nHGOPMaIMOHHON 0€30TTacCHOCTH.
29. IlporpammHo-anmapaTHoe obecrnedeHne nHHOPMaIMOHHON 6€30MaCHOCTH.
30. ITpaBoBoe oGecrieueHre HHGOPMAITMOHHON 0€30TTaCHOCTH.

CobecenoBanue

Tema 2. Uctopus 3amutsl nHbopmanuu. Kpunrorpadguueckue u creraHorpaduuecKue METObI
OTBETUTH HAa BOMPOCHI JJIsI CAMOKOHTPOJIS:
1. B uem 0coOGeHHOCTh MHU(POB MPOCTON 3aMEHBI?
2. Yewm omimuatotcs cuctema mmdposanus Llesaps u apdunnas cuctema nogcranoBok Llezaps?
3. Kakue TpeboBaHMs MPeabIBISIOTCS K BEIOOPY Kirrouei 11t apruHHON CUCTEMBI ToACTaHOBOK [le3zaps?
4. Yem mudpbl IPOCTON 3aMEHBI OTIUYAIOTCS OT MIU(POB CI0KHON 3aMEHBI?
5. Kako# kJtou ucnosnb3yercs B cucreme Buxunepa?
6. B uem 3akmtodaercst anropuTM mudpoBaHUs TEKCTA C UCIIOJIb30BaHUEM CUCTeMbl BrxkuHepa?

Tema 3. CoBpeMeHHbIe KpUNITOTrpahUIeCcKUe MPOTOKOIBI
OTBeTUTH Ha BONPOCHI Il CAMOKOHTPOJIS:
1. Yro Takoe OTKPBITHIN K104 ?
2. Uem cumMeTpruyHOE mMU(PpOBaHUE OTINIAETCS OT ACCUMETPUYHOTO?
4. Yro Taxkoe 3aKphITHII KiIrou?
5. Uto Takoe 3JIeKTPOHHAs MOANUCH?

6. KakrM1 HOpMaTUBHO—TIPABOBBIMH IOKyMEHTAMHU yCTAHABIMBAIOTCS OCHOBHBIE IEHCTBUS C 3JIEKTPOHHOM
HOaNuChI0 B Poccun?

7. JIOCTOMHCTBA M HEOCTAaTKU CUMMETPHYHOTO MU POBaHHE.

8. JIoCTOMHCTBA U HEJJOCTATKH ACHMMETPUYHOTO mu(poBaHue.

9. Kaxoii Bun mm¢ppoBanust Ha3bIBaloT kKommepueckuMm? [louemy?

10.HazoBuTe obGmactr mpuMeHEHHsI XII-(QYHKITUH.

11. ITpumenstoT 1 X31I-QyHKIMK A7 mudpoBaHus coodueHnit? OObSICHUTE CBOM OTBET.

Tema 5. TepMuHONIOTHUECKHE OCHOBBI MH()OPMAITMOHHON 0€30MTaCHOCTH
OTBETUTH Ha BOMIPOCHI TSI CAMOKOHTPOJIS:
1. IIpuBenuTe mpuMepsl BO3MOXKHBIX IMOAXOA0B K KIACCUPUKALIUU YTPO3 0€30MacHOCTH HHPOPMAIIHH.
2. B d4em cocTouT CyTh CHCTEMHON KJIacCH(PUKAIIUU YyTPo3?
3.  Ilo kakum mapameTpamM MPOBOAUTCS CUCTEMHAsI KiIacCU(UKALIUS yTPo3?

4.  Kakue nmapameTpbl aBTOMAaTU3UPOBAHHOM CUCTEMBI, HH(OPMAIIUU U CUTYallUU 3alIUThl MOTYT OBITh
MCIIOJIb30BaHbI JJIs

OTIPE/EIICHUs BEPOSITHOCTH HAapYyIICHUS 3allUIICHHOCTH HH(popManuu?
5. B uem 3axmouaercst cyTb 6a30Boro, 0000IIEHHOTO M 00IIero moKa3areyiel yI3BUMOCTH HHPOpMaIu?

6. Kaxkue mokaszarenu UCIONB3YIOTCS JJIA XapaKTEPUCTHKN HanboJiee HeOMaronpusTHBIX CUTYyaIi
3aIUTEI?

7. Uto BBI MOXETE CKa3aTh 0 (POPMHUPOBAHUU MHOXKECTBA YIpo3 O6e30macHOCTH HHpopManuu?
8.  JlaiiTe onpenencHue nHMHOPMAITMOHHON 0€30MTACHOCTH U 3alTUTHI HHPOPMAITHH.

Tema 6. HopmaruBHo-mipaBoBoe o0ecrniedyeHne HHPOpMamoHHoi 6e3onacHocT B PO.
1. Kakoii TOKyMEHT U3 TIEpEUHS SBJISETCS BBICIIIMM B H€PAPXUU MTPABOBBIX aKTOB?
2. B cocTaBieHHOM NepedyHe OTMETHTE IIPaBOBBIE aKThl, PEMIAMEHTUPYIOIINE TEXHUYECKNUE YCIOBUS
3. B cocTaBieHHOM nepeuHe OTMETHTE MTPABOBbBIE aKThl, PEIVIAMEHTHPYIOIINE OPTraHU3aI[IOHHBIE YCIOBUS
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4. Kakue TOKyMEHTHI U3 NIPEACTABIECHHOTO IEPEYHSI SBIISIOTCS CIEICTBUEM aCCOLMUPOBAHUS IIPABOBBIX
akToB PD ¢ MEXIyHapOIHBIM 3aKOHOAATEIECTBOM

5. B 4eM 3akiIroyaiuch NperuMyIiecTBa mMuppoBalbHON MAIIMHBI DHUTMA?

6. Kakue "ys3BuMocTr" mm@poBagbHON MAITMHBI DHUTMA OB WCIIOH30BAaHBI KOMaHA0W AJlaHa
Teropunra?

7. llepeuncnure HEOOXOAMMBIC YCIOBHS 1711 A0COIOTHO CTOMKOTO IHdpa.

8. B uem 3akimo4aroTcs NpUMYIIECTBA U HEAOCTATKU OTHOPA30BOT0 MU(ppoOIoKHOTA?

9. YUem oTIMUarOTCs IOHSTHS KPUIITOJIOTHUH, KpUniTorpadun, KpunroaHaiusa?

10. Yro Takoe kirou mudpa? [puseanre npumeps! MUGPOB C OAHUM U ABYMSI KIIIOYAMHU.
11. B yem ommuune mudpa 3aMeHbl 0T mudpa IepecTaHOBKH?

Tema 8. Yrpo3sl nHGOpMaIIMOHHON 6€30TTaCHOCTH
[IpuBeauTe mpuMepbl BO3MOXKHBIX OAXOI0B K KJIACCH(PHUKALNUU YTpo3 0€30MacHOCTH HHPOPMAIUH.
B ueM cocTouT cyTh CUCTEMHOM Kiiaccu(HUKAIUU yrpo3?
[To xakuM mapaMeTpam MPOBOAMTCS CUCTEMHAs Kiaccuukarus yrpo3?

b S

Kakue mapameTpbl aBTOMaTU3MPOBAHHOM cHCTEMBI, MH(OPMAIIUU U CUTYallUU 3alIUThl MOTYT OBITh
WCIIOJIb30BaHbI I OMPEAeSICHUs] BEPOSTHOCTH HAPYIICHUS 3alUIIIEHHOCTH HH(popManun?

5. B dewm 3akmouaeTcs cyTh 6a30BOro, 0000IIEHHOTO U 00IIIeTO MoKa3areiel ysI3BUMOCTH HHpopManun?

6. Kakue moka3aTenu UCTIOIB3YIOTCS ISl XapaKTEPUCTHKU Hanbolee HeOIaronpusaTHBIX CUTyalui
3aI[UATEI?

7. Uro BBl MOXKETE CKa3aTh 0 (OPMUPOBAHHM MHOKECTBA YIpo3 O0e30macHoCTH HHPOpMAIK?

8.  Kakwue meTomsr MOTYT OBITh MCTIONB30BaHBI IS TIEPBOHAYAIBHOTO (HOPMHUPOBAHHUS BO3MOKHO Ooee
MTOJITHOTO MHOKECTBA yIpo3 0e301acHocTu nHpopmaruu?

TecrupoBanue

Tema 1. Kapsepnbiit HaBurarop o MT-cnenuanbHoOCTIM
1. B P® ycraHoBJIeHbI cTreneHu(-ei) TUIJIOMOB O BbICIIEM 00pPa30BaHUM.

* TpU

2. MoneJb 4eJI0Be4eCKOro MoBeAeHUs, KOTOpasi 3a1aHa I0JKHOCTHOH NMo3HuIueil, T. e. HA00poM
(yHKuHMii, CTEepeoTHIIOB MOBEAEHHUSs, CPEACTB CAMONOAAYH, KOTOPBIX KeT 0011eCTBO OT HOCHTEJIsI
ITOM NOKHOCTHOM MO3HIMH B 1€ 10BOM B3aUMO/JAEHCTBHY, HA3BIBAETCH:

* IOJKHOCTHOM POJIBIO

3. CYHUTAJI, YTO «HAJIOT ecTh Takasi ¢popma J0X00B rocylapcTBa, KOraa 3TH
JI0XO0/IbI, MOJIy4aeMble ¢ HMYIIECTBA IPAKIaH, ABJIAKTCA UX OJHOCTOPOHHEN KepTBOii, 0e3
NOJy4eHHsI MMM KaKOTr0-1M00 IKBUBAJIEHTA).

* 4. Taprynos
4. lokyMeHT y4eOHOI0 JIAHNPOBAHHUSA, COIEPKAIIMI HA3BAHUA Y4eOHbIX JUCIUILJIMH, BpeMs,
O0TBOAMMOE HA UX U3yYeHHe, pacnpeaeeHue UX 10 ceMecTpaM, — 3T0 yueOHblii (as) ...

* [J1aH
5. Ouenka 3¢p¢pexTuBHoCcTH Jekuuii B CI'A npoBoauiacek mo recrtam

* H. A. AMuHOBa

Tema 2. Uctopus 3ammutel nHpopmanuu. Kpunrorpadguueckue u creraHorpaduyeckiue METO b
1 «Macku» BUpPYCOB UCTIONB3YIOTCS



+I71s1 TIOUCKA U3BECTHBIX BUPYCOB

- JUTsI TIOUCKA HEM3BECTHBIX BUPYCOB

- JUTsl YHUYTOKEHUSI U3BECTHBIX BUPYCOB
- JUTsl pa3MHOKEHUSI BUPYCOB

- JUTSL CO3IaHVSI U3BECTHBIX BUPYCOB

2 [P-agpec umeeT IMHY

+4 Gaiita

- 8 GaiiT

- 1 6ut

- 8 out

- 16 Gaiit

3 Security updates (o6HOBIEHUSs 0€30MTACHOCTH) HEOOXOUMBI

+1U1 ycTpaHeHus: OOHapy)KEHHBIX HEZ0ueTOB B ycTaHOBICHHOM [10 B onepaliioHHBIX CUCTEMAX,
YCTAHOBKHM IaT4yey I IPEAOTBPALEHUS BOZMOXKHOCTH dKCIUTyaTallul YI3BUMOCTEH, I ITOAAEepKAHUS
BHYTPEHHEH CaMO3allUThI IPOIPaMM

- JUTS IOJJIEpKaHHsI BHYTPEHHEW CaMO3alIUThI IPOrpaMM

- JUTst oOoTraleHus BEeHI0POB, T.K. 32 JOMOIHUTEIIbHbIC TAHHBIC HY>KHO IJIATUTh

- 1711 OOHOBJIEHHUSI BHYTPEHHUX MOJYJICH MporpaMm, 4ToObI MPUIIOKEHUS padoTaiu ObIcTpee
- Ui o0sieryeHust paboThI ¢ IPOrpaMMaMHU U YIIy4dlIeHUs1 BOCTIPUATHS HHTepdeiica
4 Anroputm DES ucnons3yet ninuny 0Oioka:

+ 64 6ut

- 256 6ur

- 128 6ut

- 8 our

- 16 Gut

5 AnroputMm DES ucnons3yer mivHy Kito4a

+ 56 6ut

- 256 6ur

- 128 6ut

- 8 our

- 16 Gut

6 AnroputMm unddu-XemimaHna HCTIONb3YETCS TS

+ OTKPBITOTO pacrpeeieHus KIroyen

- BBIYMCIICHUS XAII-(QYHKITH

- TeHepaIlu TMPOCTHIX YUCETT

- TCHEpAIlUH CITyYaiHbBIX YHACEI

- 6e30MaCTHOTO XpaHEHUS KITIouei

7 Anroputm Jluddu-Xenmana mo3BossieT

+HCIIONIb30BaTh HE3AMMIIEHHBINA OT IPOCTYITUBAHUS, HO 3aIUIIEHHBINA OT MTOJMEHBI, KAHAJ CBSI3U
- TCHEpPHUPOBATh HOBBIE MPOCTHIC YHCIIA

- BBIYHUCIIUTH XM (PYHKITHIO

- TCHEPHUPOBATh CITyYalHbIC YHCIIA

- 6e301MacHO XPaHUTh KITIOYH

8 Anroputm mmdposanust SHA npeaHazHaveH Jj1s UCMIOJIb30BAHMS COBMECTHO C aJITOPUTMOM HU(PPOBOH
MIOJIITUCHU

+ DSA
- DOS
- DES
- EGS
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- RSA

Tema 4. UndopmanimonHasi 6€30MacHOCTh MOJB30BaTENs
1) K npaBoBbIM MeTOaM, 00eCTIeYUBAOIIUM MH(POPMAIHOHHYIO 0€30MIACHOCTb, OTHOCATCS:
- Pazpabotka anmaparHbIX cpe/ICTB 00eCIIeueHus! IPABOBbIX JTaHHBIX
- Pa3paboTtka u ycTaHOBKa BO BCEX KOMIIBIOTEPHBIX MTPABOBBIX CETSAX KYPHAJIOB yueTa NeHCTBUI
+ Pa3zpa0oTka 1 KOHKpeTH3alHs IPABOBBIX HOPMATHBHBIX aKTOB 0OecredeHus1 0€30MacHOCTH

2) OCHOBHBIMHM UCTOYHUKAMU YIPo3 HHPOPMALMOHHON 0€30IIACHOCTH SABJAITCH BCe YKA3aHHOE B
crHcKe:

- XUIlIeHUE KECTKUX AUCKOB, OAKIIOYEHUE K CETH, HUHCAIIepCTBO

+ HepeXBaT JAaHHBIX, XUIICHUC JAHHBIX, ©3BMCHCHHUC APpXUTCKTYPbl CUCTCMbI

- XullleHue JaHHbIX, OAKYI CUCTEMHBIX aJIMUHUCTPATOPOB, HApYyLICHUE PEeIIaMEHTa paObOThI
3) Buabl uHpopMannoHHOM 0e301acCHOCTH:

+ IlepcoHanbHasA, KOpIOpaTUBHAs, TOCYAAPCTBEHHAS

- Kiinenrckas, cepBepHas, cereBas

- JlokanbHas, mo0abHasi, CMEIIaHHas

4) llen uH(pOpMALMOHHOM 0€30IIaCHOCTH — CBOCBPeMEHHOe 00HApY:KeHHe, peAyNnpeKIeHue:
+ HECaHKI[MOHUPOBAHHOIO AOCTYIIA, BO3ACHCTBUS B CETH

- MHCaliIepCcTBa B OPraHU3aluu

- Upe3BbIYANHBIX CUTyallUN

5) OcHoBHBIE 00bEeKTHI HHGPOPMALMOHHOH 0€30NTACHOCTH:

+ KomnbrotepHsle ceTu, 6a3bl JAHHBIX

- UndopmaninoHHbIe CUCTEMBI, ICUXOJIOTUYECKOE COCTOSIHUE TI0Ib30BaTeNeH

- busHec-opueHTHPOBaHHbBIE, KOMMEPYECKHE CUCTEMBI

6) OcHOBHBIMHU pHCKaMHU HH(OPMALIMOHHOH 0€30I1aCHOCTH ABJISIOTCH:

- Hckaxenue, yMeHbIIICHHE 00bEeMa, TIEPEKOUPOBKA HH(HOPMAITIHI

- Texunyeckoe BMENIATENbCTBO, BBIBEJCHUE U3 CTPOsi 00OPYIOBAHUS CETH

+ IloTeps, uckaxeHue, yreuka HHopManuu

7) K ocHOBHBIM NpUHIMIIAM o0ecniedeHns] HHPOPMALMOHHOH 0e301IACHOCTH OTHOCHUTCS:
+ DxoHOMUYECKOH YPPEKTUBHOCTH CHCTEMBI O€30TTaCHOCTH

- MHoromiatgpopMeHHON peaan3aiuy CUCTEMBbI

- YeuneHus 3alMIEHHOCTH BCEX 3BEHbEB CHCTEMBI

8) OcHoBHBIMH cy0ObeKTaMU HH(POPMALIMOHHON 0€30I1aCHOCTH SBJISIIOTCSH:

- PYKOBOJUTEIH, MEHEDKEPBI, aIMUHUCTPATOPBI KOMITAHUH

+ opraHsl IpaBa, rocyaapcTBa, OusHeca

- ceTeBbIe 0a3bl JaHHBIX, (DaepPBOIIIBI

Tema 5. TepmuHOIOrMYE€CKHE OCHOBBI HHGOPMAIIMOHHON 0€30TIaCHOCTH

Bomnpoc:
OcHOBHBIE YTPO3bI KOH(GUIESHIIUATEHOCTH HH(pOpMaIuu:
Bapuanrts! oTBeTa:

1 (+) 3moymoTpeOneHus TOTHOMOYHSIMHU
Bomnpoc:
DJeMeHThI 3HaKa OXpaHbl aBTOPCKOTO MpaBa:
Bapuanrts! oTBeTa:

1 (+) roma mepBOro BHITyCKa IPOTPAMMBI
Bomnpoc:
3amuTa nHGopMaIKi obecrieynBaeTCsl IPUMEHEHNEM aHTUBUPYCHBIX CPEICTB
Bapuanrts! oTBeTa:
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1 - He Bcerma
Bomnpoc:
Cpencrsa 3amuThl 00BEKTOB (haliJIOBOM CHCTEMBI OCHOBAHBI Ha. ..
BapuanTe! oTBeTa:
1 - 3amanuu aTpulyTOB (PAITIOB M KATAJIOrOB, HE3aBUCAIIUX OT MPaB MOJIh30BATEICH
Bomnpoc:

Bun yrpo3sl 1eiicTBHsI, HapaBIeHHOTO Ha HECAHKIIMOHMPOBAHHOE UCIIOIb30BaHNE WH(POPMALIMOHHBIX
peCypcoB, He OKa3bIBAIOIIETO P 3TOM BIUSHUS Ha €€ ()YHKIIMOHUPOBAHUE — ... YIpo3a

Bapuanrts! oTBeTa:
1 (+) maccuBHas
Bomnpoc:
[IpennamepenHas yrposa 6e30macHOCTH HHPOPMAIIUN
Bapuanrts! oTBeTa:
1 - ommOka pazpaboTunka
Bomnpoc:
Konuenuus cuctemsl 3a11UThl OT THGOPMAIIMOHHOTO OPYKUS HE J0JKHA BKITIOYATh. . .
Bapuanrts! oTBeTa:

1 - mpouerypbl OLIEHKH YPOBHS M 0COOEHHOCTEH aTaky MPOTUB HALIMOHATBHON HHPPACTPYKTYPHI B
LEJIOM U OTJIENIbHBIX M0JIb30BaTeNei

Bomnpoc:

B cooTBeTcTBUU C HOPMaMU POCCUKCKOTO 3aKOHOAATEIHCTBA 3aIUTa HHPOPMAIIIH MPEACTABISAET COO0M
MIPUHSITHE TTPABOBBIX, OPTraHU3AI[MOHHBIX U TEXHUYECKUX MEp, HAllPaBICHHBIX HA ...

Bapuanrts! oTBeTa:
1 - pa3paboTKy METOJIOB M YCOBEPIICHCTBOBAHUE CPEICTB MHPOPMAITMOHHON O0€301MacHOCTH

Bomnpoc:
OcHOBHBIE YTPO3bI JOCTYITHOCTU HH(POPMAIIH:
BapuanTe! oTBeTa:

1 - mepexBar gJaHHBIX
Bomnpoc:
CyTb KOMIIpOMeTauy HHGOPMAITUI
BapuanTe! oTBeTa:

1 (+) BHEeceHHMe HECAaHKIIMOHUPOBAHHBIX U3MEHEHUH B 0a3y JaHHBIX, B PE3YJIbTATE YETo MOTPEOUTENh
BBIHY’KJICH MO0 0TKa3aThCsl OT He€, TM00 MPEeANpPUHIMATh JOTIOTHUTEIbHBIC YCUIIUS ISl BHIIBICHUS
MU3MEHEHUHN U BOCCTAHOBJICHUS! UICTUHHBIX CBEJCHUN

Bomnpoc:

WNudopmanmonnas 6€30MacHOCTh aBTOMATU3UPOBAHHOM CHCTEMBI — 3TO COCTOSIHUE aBTOMAaTH3HUPOBAHHON
CUCTEMBI, IIPU KOTOPOM OHa, ...

Bapuanrts! oTBeTa:

1 - cmocobHa MPOTUBOCTOATH TOJILKO BHEIIHUM MH(GOPMAIIMOHHBIM yTpo3aM
Bomnpoc:
MeTonbl MOBBIIIEHUS JOCTOBEPHOCTH BXOJHBIX TaHHBIX
Bapuanrts! oTBeTa:

1 - MHOrokpaTHbIi BBOJ JAHHBIX M CIIMYCHUE BBEACHHBIX 3HAYCHUI
Bomnpoc:
[IpuHIIMTIHATEHOE OTIIMYHE MEXKCETEBBIX IKpaHOB (M) ot cucteM obHapysxenus arak (COB)
Bapuanrts! oTBeTa:

1 - MD paboTaroT TOJIbKO Ha ceTeBoM ypoBHe, a COB — eme u Ha ¢puznueckom
Bomnpoc:
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CepBuChI 0€30MaCHOCTH:
BapuanTe! oTBeTa:

1 - xammpoBaHue 3anucei
Bomnpoc:
ITon yrpo3o# ynaJleHHOTO aAMUHUCTPUPOBAHNS B KOMIIBIOTEPHOM CETU ITIOHUMAETCS yrpo3a ...
BapuanTe! oTBeTa:

1 - mocTaBKM HENPUEMIIEMOTO COEP KAHUS
Bomnpoc:
[TpyyrHbBI BO3HUKHOBEHHUS OIIMOKU B JTAHHBIX
BapuanTe! oTBeTa:

1 (+) Omumbku npu uaeHTU(HUKATUN 00BEKTa WM CYOBEKTa XO3IHCTBEHHOM NEATETbHOCTH
Bomnpoc:
K ¢bopmam 3amutsl nHpopManuy He OTHOCHUTCHA. . .
BapuanTe! oTBeTa:

1 (+) crpaxoBas
Bomnpoc:
Haunbonee 3¢ dpexkTHBHOE CPEACTBO IS 3aIIUTHI OT CETEBBIX aTak
BapuanTe! oTBeTa:

1 - ucnonp30BaHUE TOJIBKO CEPTH(GULIMPOBAHHBIX IPOTPaMM-OpOy3epoB IpH JOCTyIe K ceTh HTepHeT
Bomnpoc:
Wudopmanus, cocTaBsoNIas roCy1apCTBEHHYIO TailHy HE MOXKET UMETh TPH(. ..
BapuanTe! oTBeTa:

1 - «0coboit BaXXHOCTH
Bomnpoc:
Paznensl coBpeMeHHOM KpunTorpaguu:
BapuanTe! oTBeTa:

1 (+) YopaBnenue kito4amu
Bomnpoc:

JIOKyMEHT, ONpeAeIUBIINI BaKHEHIIINE CEPBUCHI 0€30MMaCHOCTHU M MPEIOKUBIINNA METOJ KITacCU(PUKAIIN
MH(POPMALMOHHBIX CUCTEM I10 TPeOOBaHUAM O€30aCHOCTH

Bapuanrts! oTBeTa:
1 - 3akony «O06 nHpopmaruu, THGOPMAIMOHHBIX TEXHOJOTHUIX U O 3aIIUTEe HHPOPMAILIUM
Bomnpoc:
VYreuka nHbOpPMAIHH — ITO ...
Bapuanrts! oTBeTa:
1 - HempenHaMepeHHas yTpara HOCUTENS HHPOpMAIIH

Tema 6. HopmaTuBHO-TIpaBoBO€E 0OecrnieueHre nHPpopMarnoHHo 6e3omacHocT B PD.

Kak Ha3biBaeTcs B rpaxaaHnckoM kojekce PO cOBOKYNHOCTh TaHHBIX U KOMaH/, IPECTaBICHHAs B
o0BekTUBHOM (popMe U mpeaHasHaueHHas sl GyHKIMOoHUpoBaHusS DBM 1 1pyrux KOMIBIOTEPHBIX
YCTPOMCTB C 1IEJIbI0 MOTYYEHUS ONPEAECIEHHOTO PE3ysibTara?

Buvibepume ooun uz 4 eapuanmoe omeema:

IIporpamma

o YTHIHTA
o Anroputm

o [Ipunoxenue



Kak Ha3piBaeTcs nHbopMaius B 3JI€KTPOHHOM popme, KoTopasi mpUcoeInHEHa K Apyroi nHGopManuu B
AIIEKTPOHHOM (opMe, UCTIONIb3yeMast ISl ONpeIeIeHUs JIUIa, MOANUcaBiero nuHdopmanuoo?

Buibepume ooun us 4 sapuanmos omeema:

Horosop

o DJIEKTPOHHAS MOJIUCH

AHTUBHpYCHas mporpaMmma

e biior

Kakue u3 cpencTB 3amuThl HHPOPMAIIUH HATIPABJICHBI HA 3aIUTY 000pYI0BaHU?
Buvibepume ooun uz 4 eapuanmoe omeema:

[IporpammubIe

o AnmnaparHble

dusnueckue

o OpranuzaimoHHbIe

YcTaHOBHTE COOTBETCTBHE MEXY IPOTPAMMHBIMU CPEACTBAMHU MH(OPMAIIMOHHOM 0€301MacHOCTH M UX
OIMCaHUEM.

Vkaosicume coomeemcmeue ons ecex 3 eapuanmoe omeema.

o OuibTpyeT TpahuK MEKIY KOMIBIOTEPOM H CETHIO
o ObOecnieunBaeT COXpaHHOCTH HH(POPMAITUN

o et u ynanser BpeAOHOCHBIN KO/

YcTaHOBHTE COOTBETCTBHE MEX/Y COCTABIISIOIIMMU HH()OPMAIIMOHHON 0€301TaCHOCTH U UX
OIPEICIICHUSIMU.

Ykasicume coomeemcmeue ons ecex 3 eapuanmoe omeema.

o Heusmennocts nHdopmanyu, npu BHIIOTHEHUH HEKOTOPBIX OMEepalfii Ha/l Hel
o TpeGoBanue He mepeaaBaTh HHHOPMAIHIO TPETHUM JIMIIAM

o B0o3MOXHOCTB CYyOBEKTOB BOCIIONIB30BATHCSI CBOMMHU IIPaBaMU JIOCTYTNa K HHPOPMALUU

Kak Ha3piBaeTcsi cocTosiHIEe WH(POPMALIMOHHOM Cpelibl, B KOTOPOM 00eCTedeHbl KOH(PUICHIINATbHOCTD,
LEJIOCTHOCTh U AOCTYITHOCTh HH(pOpMAIiu?

Buibepume ooun us 4 sapuanmos omeema:

Nudopmarmonnas ceodbona

Hndopmanmonnoe oduiecTBo

NudopmarmonHas 3anuniéHHOCTh

Nndopmannonnas 6€30nacHOCTb
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30
Ckonbko crateii B pazaene "[Ipectyminenus B cepe KOMIbIOTEpHOH HH(pOopMaIK'" yroJOBHOTO KOJEKCa
PO?
3anuwume wucno:

o1
o2
3

Tema 7. CtpykTypa nHGOPMAITMOHHON 0€30MacCHOCTH, IPUMEHSIEMast B OOLIEMUPOBOM MPAKTUKE

TecToBbIe 3anaHusA

1 Co3nanue 1 UCTIONIB30BaHKUE CPEACTB OMACHOTO BO3ACHCTBUS Ha MH(OPMALIMOHHbIE C(hepbl IPYTUX
CTpaH MHpa U HapylIeHHe HOPMAJIbHOTO (DYHKIIMOHMPOBAHUS MH()OPMAIIMOHHBIX U
TEJIEKOMMYHUKAIIHOHHBIX CUCTEM 3TO. ...
uHpoOpMaALMOHHAS BOHA
UH(POPMAITMOHHOE OpYXKHE
UH(POPMAITMOHHOE MTPEBOCXOACTBO

whn B~ W N

Wndopmanus He ABIAIOMAsACSA 00IEA0CTYTHON, KOTOpasi CTABUT JIULI, 00IaJal0IIKX €0 B CHITy CBOETO
CJIy’K€OHOTO MOJIOKEHHUSI B IPEUMYIIIECTBEHHOE MTOJIOKEHUE IO CPABHEHUIO C IPYTUMH OOBEKTaMHU.

ciry>keOHast HHpopMarus

KOMMepUecKas TaliHa

OaHKOBCKas TaifHa

KOH(pUIeHIUAJIbHAS MH(OpMALUS

lapanTHs TOro, 9YTO KOHKpETHAs HHPOPMAIIHS JOCTYITHA TOJIBKO TOMY KPYTY JIHII, JUISI KOTOPBIX OHA
npelHa3HaueHa

S O 0 9 D

11 koH(pUIEHIHAIBHOCTH
12 1menocTHOCTE

13 nmocTynmHOCTH

14 ayTeHTUYHOCTH

15 annenepyemocthb

16 T'apanTus Toro, uto AC BeneT cedsi B HOpMAJIbHOM U BHEIITATHOM PEKHUME TaK, KaK 3alyIaHUPOBAHO
17 HageXkHOCTh

18 TouHOCTH

19 KoHTpONIHPYEMOCTH

20 ycTOMYMBOCTH

21 AOCTYymHOCTH

22 CriocoOHOCTh CHUCTEMBI K LIeJIEHANPaBICHHOMY MIPUCTIOCOOICHHUIO P U3MEHEHUU CTPYKTYPBI,
TEXHOJIOTMYECKHUX CXEM HJIM YCIOBHUM (PyHKIIMOHUPOBAaHUs, KOTOpoe cracaeT Biajenbia AC ot
HEOOXOAMMOCTH MPUHATHS KapAUHAIBHBIX MEp IO MOJIHOM 3aMEeHe CPE/ICTB 3alUThl HAa HOBBIE.

23 TmpUHIUI CUCTEMHOCTHU

24 NpUHIUIT KOMILJIEKCHOCTH

25 NpUHIMI HETIPEPHIBHOM 3aILlUTHI
26 NPUHIUI Pa3yMHON JOCTATOYHOCTH
27 npUHIUN THOKOCTH CHCTEMbI

28 B knaccudukamnuio BUPYCOB MO CIIOCO0Y 3apaskeHHs BXOIAT
29 omacHble

30 ¢aiinoBsie

31 pe3nmeHTHBIE

32 3arpy304Hble

33 (¢aiioBo -3arpy304HbIe



34 Hepe3uaeHTHbIE

35 Komruiekc MpeBEeHTUBHBIX MEP IO 3aIIUTe KOH(GUIECHIINATBHBIX TaHHBIX U WH(POPMAITMOHHBIX
MIPOIIECCOB HA MPEANPHUATHH 3TO. ..

36 xkomiiekcHoe obecnieuenue Ub
37 o6e3omacHocTh AC

38 yrpoza b

39 araka na AC

40 monuTHKa O€30ITaCHOCTH

41 Bupychl, He CBA3BIBAIOIINE CBOM KOIHH C (aiiylaMH, a CO3/1at01ie CBOM KOTIUU Ha JMCKAX, HE U3MEHSs
pyrux (aiiioB, Ha3bIBAIOTCA:

42 KOMIaHBOH - BUpPyCaMH

43 4yepBH

44 mnapaszutuyeckue

45 cryneHdeckue

46 npuspaku

47 crenc - BUPYChI

48 MakpOBUPYCHI

49 K Buaam cUCTEMBbI OOHAPYKCHHS aTaK OTHOCSTCS :

50 cuctemsl, oOHapyxeHus araku Ha OC

51 cucremsl, 0OHapyKEeHUS aTaKu Ha KOHKPETHbBIE MPUII0KEHUS
52 cuctemsbl, 0OHapyKeHUs aTaky Ha yaaieHHbIX BJ]

53 Bce BapMaHTHI BEPHbI

54 ABTOMaTHU3MpPOBAHHAS CUCTEMA JIOJKHA 00ECTICUUBATh
55 HaIeXKHOCTH

56 10CTYymMHOCTH

57 1meJI0CTHOCTH

58 KOHTPOJIUPYEMOCTh

Tema 8. Yrpo3sl uHPpOpPMALIMOHHOW OE30MTACHOCTH
OcHoBHast Macca yrpo3 UH(pOpMalMOHHON 6€30MaCHOCTH MPUXOIUTCS Ha:
[+] a) TpostHCKME TpOrpamMMBbl
[-] 6) llInroHckue mporpaMMbl
[-] B) UepBu
Kakoii Bun naeHtudukanyuy v ayTeHTUGUKAINY 0Ty HauOoJbIee pacpoCTpaHEeHUE:
[-] a) cuctemsl PKI
[+] 6) mocTosiHHBIE TAPOJIH
[-] B) ogHOpa30BbIE TAPOIU
[Ton kakue cCUCTEMBI pacIpOCTpaHEHUE BUPYCOB MTPOUCXOIUT HauOoJee TMHAMUYHO:
[-] a) Windows
[-] 6) Mac OS
[+] B) Android
3aKTIOYUTENBHBIM 3TAIIOM ITOCTPOEHUSI CUCTEMBI 3aLIUThI SBISIETCS:
[+] a) conpoBoxaEHUE
[-] 6) mmanupoBaHue
[-] B) aHaM3 yA3BUMBIX MECT
Kakwue yrpo3sl 6e3omacHocTy HHPOPMALMU SBISIOTCS MTPEIHAMEPEHHBIMHU:
[-] a) ommbKu mepconana
[-] ©6) OTKpBITHE AIEKTPOHHOTO MUChMA, COJEPIKAIIETO BUPYC
[+] B) He aBTOpU30BAHHBIN JOCTYTI



Kakoii mogxon kK o6ecrniedeHn o 6€30MacHOCTH UMEET MECTO:

[-] @) TeopeTrueckuit

[+] 6) KOMITTIEKCHBIN

[-] B) mornueckuit

Cuctemoii kpunTorpaguueckoi 3amuThl HHPOPMAIIUH SIBIISCTCS:
[-] 2) BFox Pro

[-] 6) CAudit Pro

[+] B) Kpunro

ITpo Kakue BUpyCHI akTHBH3UPYIOTCS B CAMOM Haudaje paboThl C ONEPAMOHHON CHCTEMOM:
[+] a) 3arpy304HBIC BUPYCHI

[-] 6) TpostHIIBI

[-] B) uepBH

Stuxnet — 3710:

[-] a) TpostHCKas mporpamma

[-] 6) makpoBupycC

[+] B) IpOMBIIIIEHHBIH BUPYC

TaprerupoBanHas araka — 3T0:

[-] a) araka Ha ceTeBOE 0OOPYIOBaHUE

[+] 0) aTaka Ha KOMIBIOTEPHYIO CHCTEMY KPYITHOTO MPEIIPUATUS
[-] B) aTaka Ha KOHKPETHBIN KOMITBIOTED MOJTH30BATEIIS

4.3 IIpomexxyTouHast aTTeCTalU 110 AUCIUIUTHHE MPOBOAUTCS B hOopMe dK3aMeHa

Tunossie Bonpocsl 3xk3amena (OIIK-1)
1 Teopwus 3amuTsl HHGOpMaru. OCHOBHBIC HAIIPABICHHS
2 Bunbl yrpo3. OCHOBHbBIE HApyIICHUS.
3 OOutast Moaenb Bo3eHCTBHSA HAa MH(OPMAIIHIO.
4 OOmas Mozenb Tporiecca HapyIieHus: (PU3UIECKON 1eTOCTHOCTH HH(OPMAITIH.
5 Meroas! onpeaeneHus TpeOOBaHUH K 3a1uTe HHPOPMALIUH.
6 JlomyiieHusi B MOJEISIX OLIEHKH YSI3BUMOCTH MH(POPMAIIHH.
7 Knaccudukanus TpeGoBaHUH K cpeICTBAM 3alIUThI HH(OpPMAIIKH.
8 CrocoOsI 1 cpeAcTBa 3alTuThl HHPOPMAITUH.
9 Crnoco0b! «abCOMOTHON CUCTEMBI 3AIIUTHD).

TunoBble 3axanus Ajs s3xk3amena (OIIK-1)
1 ConeprkaHre HHTEPECOB JUYHOCTH, OOIIECTBA U TOCYAapCTBa B HHGOPMAIIMOHHOM cdepe.
2 HcroyHuku U comepikaHue yrpo3 B uHGopManmoHHOH cdepe.
3 Kiaccel nH(DOpPMAIIMOHHBIX PECYPCOB.
4 B 4eM 3aKITI04aIMCh IpeuMyliecTBa MuU(poBaIbHON MalIMHbI DHUTMA?

5 Kakwue "ys3BuMocTu" mm$poBagbHON MaTMHBI DHUTMA ObUTH UCTIONBH30BAaHBI KOMAHI0W AJlaHa
Teropunra?

6 Ilepeunciure HEOOXOAMMBIC YCIOBHS JIJIsI a0COIIOTHO CTOMKOTO THdpa.

7 B 4em 3akirodaroTcs MPUMYIIECTBA M HEAOCTATKA OJJHOPA30BOTO MIHPPOoOIOKHOTA?

8 UeM OTIMYAIOTCS MOHATHS KPUIITOJIOTHH, KpUNTOrpaduu, KpUNToaHaimsa?

9 Uro takoe kimtou mudppa? [pueaure npumeps! MUGPOB C OAHUM H ABYMS KIIIOUAMHU.
10 B yem omnmume mudpa 3ameHsl OT mudpa nmepecTaHoBKU?

4.4. llIkana oueHMBaHUS TPOMEKYTOUHOM aTTeCTALMKI
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JleckpunTopsl (YpOBHH) — OCHOBHBIC IPU3HAKH OCBOCHHUS (ITOKA3aTeIn

Ornenka Komnerentuu
TOCTHKEHHMSI pe3ynbTaTa)

OIlIK-1 JIeMOHCTpUpPYET BBICOKHA YpPOBEHb TEOPETUYECKUX 3HAHWI B
o0macTi 6€30MMacCHBIX KOMITBIOTEPHBIX CH-CTEM.

[Tonumaer ponb WHGOPMAIMOHHBIX TEXHOJOTUH B COBPEMEHHOM
o01e-cTBe.

AHanu3upyeT CyIIeCTBYIOLIUE ME-TOIMKH OIpeIeIeHU TpeOoBaHus
K 3aIuTe HHPOPMAIIUH.

CriocobeH oreHMBaTh 3Hau€HHUE HWH-PopMaIi, UHPOPMAITMOHHBIX
TEX-HOJIOTUH ¥ WHPOPMAIIMOHHOHN 0€3-0MacCHOCTH JJII 00eCTICUeHUS
00BEK-TUBHBIX TIOTPEOHOCTEH JIMYHOCTH, OOIIIECTBA U TOCYapCTRA.

«OTIIMYHOY
(85 - 100 6anyoB)

OIIK-1 JIeMOHCTpHUpYET AOCTAaTOYHBIH YpO-BEHb TEOPETHUECKUX 3HAHUU B
00-1macTu 6€30MacHBIX KOMIBIOTEPHBIX CHCTEM.

[Tonumaer ponb HMHMOPMAIMOHHBIX TEXHOJIOTUH B COBPEMEHHOM
o011e-CTBe.

AHanM3MUpyeT CyIIECTBYIOUINE ME-TOIUKHU ONpeeeHui TpeOOBaHHS
K 3a11uTe HHGOpMAaIHH.

CrniocobeH oreHuBaTh 3Ha4eHUE WH-(popMmaryy, WHGOPMALMOHHBIX
TEX-HOJIOTUN ¥ MH(OPMAIIMOHHON 0€3-0MacHOCTH IJisi 00eCTIeueHUS
00BbEK-TUBHBIX MOTPEOHOCTEH IMYHOCTH, OOIIECTBA M TOCYIapCTBa.

«XOPOIIIO»
(70 - 84 6amoB)

OIlIK-1 JleMOHCTpHUpYeT ClIa0blii YPOBEHb 3HAHUN B 00JIACTH OE30MACHBIX
KOMIBIOTEPHBIX CUCTEM.

He no xoHma moHuUMaeT pojb WHPOPMALMOHHBIX TEXHOJOTHHA B
COBPEMEHHOM OOIIIECTRBE.

AHamm3upyeT  TOJBKO  HEKOTOPBIE  METOMUKH  OIpeIesICHHMA
TpeOOBaHUS K 3aIuTe HHPOpPMAITUH.

He nmo xoHIa moHMMaeT 3HaueHUe WHPOPMALIUHU, WHPOPMAITMOHHBIX
TEXHOJIOTUA M WH(OPMAITMOHHOW O€30MacHOCTH I OOeCIedeHUs
00BEKTUBHBIX TOTPEOHOCTEH JIMYHOCTH, OOIIECTBA U TOCYIapPCTBRA.

«YZIOBJIETBOPUTEIHHON
(50 - 69 6amnoB)

OIlK-1 He wuMeer TeopeTudeckux 3HAHUU B o00macTH 0e30MaCHBIX
KOMIBIOTEP-HBIX CHCTEM.

He nonumaer posib HHGOPMALIMOH-HBIX TEXHOJIOTHI B COBPEMEHHOM
of1ecTse.

He mMoxeT aHanu3upoBaTh CyIlie-CTBYIOIME METOIUKHU ONPEIEICHUI
TpeOOBaHuUs K 3aIIKUTe MH)OPMAIIHH.

He cniocoGen onieHnBarh 3HaueHUe UH(OpMAUU, HH)OPMAITHOHHBIX
TEXHOJIOTHA ¥ WHPOPMAIMOHHONW 0€30macHOCTH Jisi 0O0ecrieueHus
O0OBEKTUBHBIX MOTPEOHOCTEN JINY-HOCTH, OOIIECTBA U TOCYapCTBA.

«HEYJIOBJICTBOPUTEIIHLHOY
(menee 50 6amoB)

5. MeTonnuyeckue yKkazaHusi JAJis1 00y4a0IUXCS 10 OCBOCHUIO M CHUILIHHBI (MOLYJI)

5.1 MeTtoandeckue yka3aHus IO OPTaHU3aAIlUN CaAMOCTOSTEIBHOM PabOThI 00YUYaIOIIUXCSI:

[Ipuctynas K W3yYeHWIO TUCIUIUIMHBI, B MEPBYIO Odepelb OOydaromuMcsi HEOOXOAMMO O3HAKOMHUTBCS
comepxaHueMm paboueil mporpammbl nuctuiumHbl (PITJ]), xotopas ompezaenser coaepxaHue, oObeMm, a
TaKKe MOPSAIOK U3YUCHHSI U MTPETIOaBaHus yIeOHOM TUCIUILINHEL, €€ pa3/iena, YacTu.

J171 caMOCTOSATENbHOM paboThl BayKHOE 3HaYEHHE UMEIOT paszeibl «O0beM U collepikaHne AUCIUTITMHBD),
«YuebHo-MeTonyeckoe U HHGOpMAIIMOHHOE 00ecTieueHIe TUCIUIUIUHBD U «MaTtepruaabHO-TEXHUYECKOe
obecrieueHre JUCITUTUIMHBI, TpOrpaMMHOE obecreueHue, MpodecCHoHaIbHbIC Oa3bl TaHHBIX 1
MH(OPMAIIMOHHBIE CTIPABOYHBIE CUCTEMBI».

B pazmene «O0bemM u copepkaHHe AMCHUIUIMHBD)Y YKA3bIBAIOTCS BCE pas3leibl U TEMbl H3ydaeMoi
JTUCLUIUTMHBL, @ TAK)KE BUJIbI 3aHIATHI U TUTAHUPYEMBI 00BEM B aKaJIeMUYECKHUX Yacax.

B pasgene «YyeOHO-meTomuueckoe U HH(POpMaLMOHHOE oOecledyeHrne AMCHUIUIMHBDY — yKazaHa
peKoMeHayeMasi OCHOBHAs U IONOJIHUTENbHAS JINTEpaTypa.



B pazmene «MarepuanbHO-TEXHUYECKOE OOECIEUeHUE TUCIUIUIMHBL, TMPOTPaAaMMHOE OOecrieueHue,
npodeccruoHanbHble 0a3bl MaHHBIX W WH(OPMAIMOHHBIE CIPABOYHBIE CHCTEMBD» COACPKHUTCS IMEpeueHb
npodeccuoHaNbHBIX 0a3 JaHHBIX U HHPOPMAIMOHHBIX CIIPABOYHBIX CHCTEM, HEOOXOIUMBIX JJISi OCBOCHHUS
TACIIUATUIMHEL

5.2 Pexomennaruu o0y4aromumcs 1o padbore ¢ TeOPETHUECKUMHU MaTepHallaMu 110 TUCIUITIMHE

[Ipu uzyyennu u npopabOTKe TEOPETUUECKOT0 MaTepHana HeoOX0AUMO:

- IPOCMOTPETH elle pa3 mpe3eHTanuio Jekunu B cucreMe MOODLe, TOBTOPUTH 3aKOHCIIEKTUPOBAHHBIN Ha
JEKUMOHHOM 3aHATUM MaTepual M JOMNOJIHUTh €ro € YYEeTOM PEKOMEHJOBAaHHOM IOMOIHUTEIbHOU
JTUTEPaTyphl;

- IIPY CaAMOCTOSITEIBHOM M3yYE€HUH TEOPETUYECKOM TEMBI CAENATh KOHCIIEKT, UCIIOJIb3Ysl PEKOMEHIOBAHHBIE
B PII/] ucrounuku, npodeccruoHayibHble 0a3bl JaHHBIX U HHPOPMAIIMOHHBIE CIIPABOYHbBIE CUCTEMBI:

- OTBETUTDH Ha BOIIPOCHI JIsl CAMOCTOATEIILHON pabOoThI, TTO TeMe MpecTaBieHHbIe B myHKTe 3.2 PIT/I.

- TP IOATOTOBKE K TEKYIIEMY KOHTPOJIIO HCIIOIb30BaTh MaTepralibl (hoHa oreHouHbIX cpencts (POC).
5.3 Pexomenmanuu mo paboTe ¢ HayYHOU U y4eOHOM JIUTepaTypoit

PabGota ¢ OCHOBHOM M JONOJIHUTENBHOM JIHUTEPATYpOl SBISETCS IIaBHOM (OpMOIl caMOCTOATENbHOM
paboThl M HEoOXOoOMMa MPH MOATOTOBKE K YCTHOMY ONpPOCY Ha CEMUHApPCKUX 3aHATHAX, K Jebartam,
TECTHUPOBAaHUIO, 3Kk3aMeHy. OHa BKIIOYaeT MpopabOTKy JIEKIMOHHOTO MaTephalia M PEeKOMEHIOBAHHBIX
HCTOYHMKOB U JINTEPATYPHI 110 TEMATHKE JIEKIIUH.

KoHCHeKT JIeKInu JOJKEeH coliepKaTh pedepaTUBHYIO 3alIUCh OCHOBHBIX BOIPOCOB JICKIIUH, B TOM YHUCIIE C
ornopoii Ha pasMmeleHHsle B cucteme MOODLe mpe3eHTany, OCHOBHBIX MCTOYHUKOB M JIMTEPATYpPhl IO
TeMaM, BBIBOJBI MO KaXKAOMY Bompocy. KoHCIeKT MOXKeT OBITh BBITIOJIHEH B paMKax paclieuyaTKd BbIIa4uH
MPe3eHTAlUi JIGKIUH WM B OTACNBHOW TeTpaau mo mpeaMery. OH JOKeH OBITh aKKypaTHBIM, XOPOIIO
YUTAaEMBbIM, HE COAEPIKAaTh HE OTHOCALIYIOCS K TeMe UH(POPMAIUIO HITH PUCYHKH.

KoHcnieKThl HayyHOW JHUTEparypbl MPU CaMOCTOSATENBHOM IOATOTOBKE K 3aHATHUAM JOJDKHBI CONEPIKaTh
OTBETHl HA KaX/blii TOCTaBICHHBIH B TEME BONPOC, MMETh CCHUIKY Ha HCTOYHHK WH(POpPMALUU C
00s13aTeNbHBIM YKa3aHUEM aBTOpAa, HAa3BaHMS W TOJA HW3AAHUS HUCIOJIb3YeMOH HayyHOW JHMTEpaTyphl.
KoHcniekT MoOXeT ObITh ONOpPHBIM (COAEpXAaTh JHUIIb OCHOBHBIE KIIIOUYEBBIC MO3MIIMH), HO TPH 3TOM
MO3BOJISIIOIMM  JIaTh TIOJIHBIA OTBET IO BOINPOCY, MOXET ObITh MOAPOOHBIM. OO0bEeM KOHCHEKTa
OIIPENETSAETCS CAMUM CTYIACHTOM.

B nporecce paboThl ¢ OCHOBHOM U JOTIOTHUTEIIBHON JTUTEPATYPOH CTYICHT MOXKET:

- JenaTh 3allUCU IO XOAy 4YTE€HHS B BMJIE NPOCTOr0 WIM pPa3BEPHYTOrO IIaHa (co31aBaTh IEPEUYEHb
OCHOBHBIX BOIIPOCOB, PACCMOTPEHHBIX B UCTOYHHKE);

- COCTaBJATH TE3HUCHl (LMTHpOBaHHE HauOoJee BAKHBIX MECT CTaTbu MJIM MOHOTpaduu, KOPOTKOE
U3JI0KEHUE OCHOBHBIX MBICJIEH aBTOpA);

- TOTOBUTH aHHOTAIMH (KpaTKoe 000011IeHe OCHOBHBIX BOIIPOCOB PabOTHI);

- CO3/1aBaTh KOHCIIEKTHI (Pa3BEPHYTHIC TE3UCHI).

5.4. PexomeH1a1iuy MO NOATOTOBKE K OTAEJIBHBIM 33aHUAM TEKYIIETO KOHTPOJISA

CobecenoBanue MpennoyaraeT OpraHu3aluio Oecelpl MpernoAaBareist co CTyAEHTaMH 10 BOIpPOcam
MPAKTHYECKOTO 3aHATUS C LIEJbI0 Oojiee OOCTOATEIHHOTO BBISBICHHUS UX 3HAHUN MO OINpeneIeHHOMY
pasgeny, Teme, mpobieme W T.I. Bce wieHbl Ipynmbl MOTYT Y4acTBOBaTh B OOCYXKIEHUH, J00aBIATH
nH(pOpMaIUIO, TUCKYTUPOBATh, 3a/1aBaTh BOIIPOCHI U T.1.

YCTHBIE OMpOC MOXET TMPUMEHATHCS B pas3audHbIX (Qopmax: (QpoHTAIbHBIN, WHIWBUIYAIBHBIN,
KOMOMHUPOBaHHBIA. OCHOBHBIE KaU€CTBA YCTHOTO OTBETA MOJIJIEKALIETO OIICHKE:

- MPaBWJIBHOCTh OTBETA 110 COAECPIKAHHUIO;

- IOJTHOTA U TIIyOuHa OTBETA;

- CO3HATEJIbHOCTh OTBETA;

- JIOTHKA U3JI0KEHUS MaTepuaa;

- PalMOHAJILHOCTh UCIIOJIb30BaHHBIX PUEMOB U CTIOCOOOB PEIlIeHUS TOCTaBIEHHONW yueOHO! 3a/1auu;

- CBOEBPEMEHHOCTh M 3((EKTUBHOCTH MCIIOIB30BAHUS HATNISIHBIX MOCOOMHA M TEXHUYECKUX CPEICTB IPH
OTBETE;

- HCII0JIb30BAaHUE JIONIOJHUTEIBHOTO MaTepraa;

- PallMOHAJIBHOCTH UCIOJIb30BAHUS BPEMEHH, OTBEICHHOIO Ha 3aJJaHUE.
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YCTHBIM OIIPOC MOXKET CONPOBOXAATHCS IMPE3CHTALUEH, KOTOpas IMOATOTaBIMBACTCA IO OAHOMY U3
BOIIPOCOB MPAKTHYECKOTO 3aHATHUS. [Ipy BRICTYIUIEHHH ¢ Mpe3eHTalueld HeoOXoauMo oOpamarb BHUIMaHUE
Ha TaKU€ MOMEHTHI KaK:

- colep)KaHUE TPE3CHTALMU: aKTyaJlbHOCTh TEMbI, MOJIHOTA €€ PACKPBITHA, CMBICIOBOE COJAEp)KaHUE,
COOTBETCTBHE 3asBJICHHOM TEMbI COJIEPKaHNIO0, COOTBETCTBHE METOAUYECKUM TPEOOBAHUAM (LIETTU. CCHUIKU
Ha PECYpChl. COOTBETCTBUE COACPKAHUS U JIMTEPATyphl), MpaKTUUeCKas HalpaBiIeHHOCTb, COOTBETCTBUE
cofiepaHus 3asBICHHON (QopMe, aleKBaTHOCTh UCIOIb30BAHUS TEXHUYECKHUX CPEACTB YUeOHBIM 3ajlauaM,
MOCJIEIOBATENBHOCTD U JIOTUYHOCTD MPE3EHTYEMOT0 MaTepuara;

- odopMiieHHE TMpe3eHTAlMU: 00bheM (OMTHUMATbHOE KOJWYECTBO), AW3alH (YUTAEMOCTh, HAJIMYHE U
COOTBETCTBHE TpaUKd U aHUMAIMH, 3ByKOBoe OQOpMIIeHHE, CTPYKTypUpOoBaHHE UHOpMAINH,
COOTBETCTBHE 3asiBICHHBIM TpPEOOBAaHUSAM), OPUTHHAIBHOCTH O(OPMIIEHUS, SCTETHKA, HCIIOJIb30BaHUE
BO3MOXKHOCTH MPOTPAMMHOM CpPeZibl, COOTBETCTBHE CTaHIAapTaM o(pOpMIICHUS;

- TMYHOCTHBIC Ka4eCTBa: OPATOPCKUE CITOCOOHOCTH. COOIIONEHHIE PErIaMeHTa, SMOIMOHAIBHOCTh, YMEHHUE
OTBETHTBH Ha BOIPOCHI, CHCTEMATU3UPOBAHHBIC, TITyOOKHE 1 TIOJHBIC 3HAHUS 110 BCEM pa3JieiiaM IPOTrPaMMBI:
- COIEepKaHHWE BBICTYIUICHUS: JIOTMYHOCTh W3JIOKEHUS Marepuaia, PacKpbITHE TEeMbl, JOCTYITHOCTh
u3nokeHus, d¢pdextuBHOCT, TpuMeHeHus cpeactB  WKT, cmocoObl W yCIOBUSL  TOCTHDKCHHS
pPEe3yNBbTaTUBHOCTH W 3(P(HEKTUBHOCTH U1l BBIMIOJHEHHS 3a/1a4d CBOeH MpOo(eCCHOHAIBHOW WM Y4eOHOU
JESITeTbHOCTH, JOKA3aTeIbHOCTh MPUHUMAEMBIX PEUICHUH, YMCHHUE apTyMEHTHUPOBATh CBOW 3aKJIIOYCHUS,
BBIBOJIBI.

6. YueOHO-MeTOAUYecKOe U HHPOPMALIMOHHOE 00ecnieyeHue TUCIHIINHBI

6.1 OcHOBHas nuTEpaTypa:

1. llepenxoB B.M., Mutpomkun A.I. Madopmanmonnas 6e30macHOCTh U 3amuTa nHpopmanuu. - TamOoB:
[b.u.], 2014. - 1 snexTpon. ont. nuck (CD-ROM)

2. Jlonatun J1.B., Kanununa FO.B. bezonacHbie HHGOpPMaMOHHBIE TEXHOIOTHY : AJIEKTPOH. yuel. mocodue.
- Tamb6o0B: [b.u.], 2014. - 1 anekTpoHn. ont. nuck (CD-ROM)

3. Tam0 roc. yu-T um. I.P. [lepxaBuna, H-T MaTeMaTHky, GU3UKU U WHPOPMATUKU TeXxHUYeCcKas 3aIluTa
uHpopmanuy : yuaed. nocodbue. - Tam60B: [b.1.], 2014. - 1 snexrpon. ont. auck (CD-ROM)

6.2 JlononHUTENBHAS JIUTEPATYpA!

1. 3arunaiinoB FO. H. OcHOBbI MH)OPMAIIMOHHONW 0€30MaCHOCTU: Kypc BHU3YyalbHBIX JICKIMHA : ydeOHOE
nmocobue. - MockBalbepnun: Jlupexkr-Menua, 2015. - 105 c. - Teker : osnekrponHsiii // DBC
«YHUBEpCUTETCKAS OounbIMoTeKa OHJIANH» [caitT]. - URL:
http://biblioclub.ru/index.php?page=book&id=362895

2. 3arunaitnoB 0. H. Teopus mHpOpMaAOHHONW 0€30MACHOCTH ¥ METOJOJIOTHS 3allUThl HHPOPMAINH :
yueOHoe mocobue. - MockBa|bepnmun: Jlupexr-Menua, 2015. - 253 c. - Tekcer : anekrponnsiit / IbC
«YHUBEpCUTETCKAS oubnuorexa OHJIANHY [caliT]. - URL:
http://biblioclub.ru/index.php?page=book&id=276557

3. AepuenkoB B. U., PeitoB M. 0., KyBeixiun A. B., Pynanosckuit M. B. Ayaur uH(popManmoHHON
0€30MMacCHOCTH OPraHOB HCIIOJIHUTEIBHON BIACTH : yueOHOe mocobue. - 4-e u3., crep.. - Mocksa: DiuHTa,
2016. - 100 c. - Texkcr : anekrponsbiii / ObC «YHuBepcurerckas O6ubmuoreka onnaiin» [caiir]. - URL:
http://biblioclub.ru/index.php?page=book&id=93259

4. ABepuenkoB, B. U., Peito, M. 0., KyBsiknun, A. B., Pynanosckuii, M. B. Aynut undopmaroHHoi
0€30IacHOCTH OpraHOB HCIIOJIHUTENIBHON BIAcTH : yueOHOe mocobue. - Bechb cpok OXpaHbl aBTOPCKOTO
npaBa; AynuT WHQOPMAIIMOHHOW 0E30MaCHOCTH OPraHOB MCIOTHUTENBLHOW BIacTH. - bpsHck: bpsHckuii
rocyapCcTBEeHHbIN TexHnuecknit yausepcuret, 2012. - 100 c. - Tekcr : anextponssiii / [IPR BOOKS [caiiT].
- URL: http://www.iprbookshop.ru/6992.html

5. KowmmnekcHoe obecrnieueHrne HWHPOPMAIMOHHOW O€30MaCHOCTH aBTOMATH3UPOBAHHBIX CHUCTEM
naboparopHblii mpakTukyMm. - CraBponoib: Ceepo-Kaskasckuit ®enepanbhbiii yHHBepcuteT (CKDY),
2016. - 242 c. - Tekcr : snexkrponsbiii / OBC «YHuBepcurerckas O6ubnmuoreka onmaiin» [caiit]. - URL:
http://biblioclub.ru/index.php?page=book&id=458012
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6.3 VHbpIe NCTOUHMKMU:
1. Kype «Cranaaptsl nHGOopMaiMoHHOH Oe3omacHoCcT» - https://www.intuit.ru/studies/courses/30/30/info
2. Kypc «OcHOBBI HHGOpMAIIMOHHOK Oe30macHOCTHY - https://www.intuit.ru/studies/courses/10/10/info

7. MaTepuaJbHO-TeXHHMYeCKOe o0ecnedeHHe TUCHUILVINHBI, IPOrpaMMHOe o0ecredyeHue,
npogeccnoHanbHbIe 023bI JAHHBIX 1 HHPOPMALMOHHBbIE CIIPABOYHbIE CHCTEMbI

Jlng mnpoBeneHus 3aHATHM MO JUCHUIUIMHE HEOOXOIUMO ClIeAyIollee MaTepuaibHO-TEXHUYECKOe
oOecrieueHue: ydeOHble ayqUTOPUM [AJsl TMPOBENCHUS 3aHATHHM JIEKIIMOHHOTO M CEMHHApCKOro THIIA,
TPYNIOBBIX W WHAMBHUIYaJIbHBIX KOHCYJIbTALMM, TEKYLIETr0 KOHTPOJI M TMPOMEKYTOUHOM aTTecTaluH,
MTOMEIIEHUS 111 CAMOCTOSITENIbHON paboThI.

VYdeOHbIe ayTUTOPHUN U IIOMEIICHUS ISl CAMOCTOSTEIILHON padO0Thl YKOMIUIEKTOBAHBI CIICTIHATH3UPOBAHHOM
MeOeNbI0 U TEXHUYECKUMH CPEJICTBAMHU OOYyUCHHMS, CIIY KAIIUMH JIJIs1 TIPEACTABICHHS YyueOHOW nHbOpMauu
OOJIBITION ayTUTOPHH.

[TomerieHus U1 CaMOCTOSATENILHONW paOOThl YKOMIUIEKTOBAHbI KOMITBIOTEPHON TEXHUKOH C BO3MOXKHOCTBIO
MTOAKITFOYEHHUS K ceTh "Unrepuet" 51 obecrieueHneM JIOCTyIa B AIIEKTPOHHYO
MH(POPMALIMOHHO-00pa30BaTEIbHYIO CpPEAy YHHUBEPCUTETA.

Jlist mpoBeeHMs 3aHATHI JICKIIMOHHOTO THITA UCTIONB3YIOTCS HAOOPBI IEMOHCTPAIIHOHHOTO 000PYI0BaHUS,
o0ecreunBaIIfe TeMaTHYECKUE WILTIOCTpaud (ITPOEKTOP, HOYTOYK, SKpaH/ MHTEPAKTUBHAS JIOCKA).

JluneH3noHHOE U CBOOOHO pacHpOCTpaHsIeMOe MPOrpaMMHOE 00ecTieYeHHE:

Kaspersky Endpoint Security mist 6usneca - Cranpaptasiii Russian Edition. 1500-2499 Node 1 year
Educational Renewal Licence

Omneparmonnas cuctema Microsoft Windows 10

Adobe Reader XI (11.0.08) - Russian Adobe Systems Incorporated 10.11.2014 187,00 MB 11.0.08
7-Zip 9.20

Microsoft Office [Ipodeccronanbhsrii mioc 2007

ITpodeccronanbhblie 6a3bl JaHHBIX U UHPOPMAITMOHHBIE CIIPABOYHBIE CUCTEMBI:

1. DNEeKTpOHHBIN KaTrajaor @yHIaMEHTaIbHON OoubmuoTeKn TTV. — URL:
http://biblio.tsutmb.ru/elektronnyij-katalog

2.  VYuuBepcuTeTckasg  OMONMOTEKa  OHJIAHH:  DJIEKTPOHHO-OMONMoTeuHas  cuctema. —  URL:
https://biblioclub.ru

3. KoncynbranT cryneHTa. l'ymaHuTapHble HAyKH: 3JIEKTpOHHO-OMOmmoreuHass cuctema. — URL:

https://www.studentlibrary.ru

4. Hayunas snextponHas oubiamoreka eLIBRARY.ru. — URL: https://elibrary.ru
5. Poccwuiickas rocynapcrBenHast 6nbnuoreka. — URL: https:/www.rsl.ru

6. Poccuiickas HarmoHanpHas 6nbamoreka. — URL: http://nlr.ru

7. Hayunas oanektpoHHas OuOmuorexka Poccuiickoit — akamemun — ectectBo3Hanms. —  URL:
https://www.monographies.ru

8. Ilpesunenrtckas 6ubnmoreka umenu b.H. Enprmaa. — URL: https://www.prlib.ru
9. Dnexrponnas 6udmuorexka POOU. — URL: https://www.rtbr.ru/rffi/ru/library

yIeKTpPOHHAS HH(POPMALIMOHHO-00pa3oBaTe/ibHas cpeaa
https://auth.tsutmb.ru/authorize?response type=code&client id=moodle&state=xyz

BsaumogeiicTBue mnpemnogaBarensi M CTyAE€HTa B Iporecce OOy4deHHs] OCYIIECTBISETCS MOCPEICTBOM
MYJIBTUMEIUNHBIX, THIIEPTEKCTOBBIX, CETEBBIX, TEICKOMMYHUKALMOHHBIX TEXHOJOTHH, MCHOJb3yEeMbIX B
AIIEKTPOHHON MH(POPMAIIMOHHO-00pa30BaTeIbHOM Cpesle YHUBEPCUTETA.



